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The association promotes and supports information sharing and cooperation among CSIRTs in Japan. Computer security incidents should lead to mutual cooperation to limit system damage,
to nationwide early warning announcements, and to joint drills to execute defensive measures. The association also holds workshops and events to support companies to set up new CSIRTS,

0 ers suggestions to them on improving security.
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CSIRTs in the association cooperate with other members to solve mutual challenges. Members can form a working group with any other member and/or participate in any number of grc
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Working group for CSIRT challenges
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Challenges are identi ed and analyzed through discussions by members of the CSIRT

Association and outside organizations that are considering to form their own CSIRTs. Al
materials are compiled to provide solutions.
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Working group for sharing threat information
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Information about computer security threats are shared with other CSIRTs in the spirit
close cooperation and mutual trust.
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Working group for CSIRT fact sheets
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Useful data is compiled for the support and improvement of existing teams and for the

Working group under activity (WG)
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Working group for technical investigation of incidents
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For each security incident, guidelines are formulated to include the investigation of

Iso,
that adapt to security incident trends in Japan.
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Working group for the examination of framework for use of incident information
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The issue of how to utilize incident related information (to share, exchange, and disclose)
within the framework of the association is considered.
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Working group for cooperation with outside organizations
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Education and promotion of CSIRT activities through seminars and workshops, in
cooperation with related organizations, are supported.

creation of new CSIRTs in Japan, by providing and coordinating information such as the

purpose, position, authority, number of team members, budget, etc., of each CSIRT.
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CDI-CIRT Cyber Defense Institute Cyber Incident Response Team OUqp + I"AYNEIpZEL
CISO IRT CISO Office Incident Response Team 08z~"~aU OUQqp
HIRT* Hitachi Incident Response Team OUqgp Ogant
11J-SECT* 113 group SEcurity Coordination Team OUqp i»"E¢A C32AYO
JPCERT/CC* JPCERT Coordination Center °"p,0 +1%$&35 TTAYE"3AT-T»”
NSO EE Japan Security Operation Center OUqgp &«
KKCSIRT Kakaku.com Security Incident Response Team OUqgp 88« U
KLIRRT Kaspersky Lab Incident Research and Response Team OUqgp ,BTQFSTLZ -BCT +BQBO
mixirt mixi incident response team OUqp O«dY
NCSIRT NCSIRT o7 CH-CEZAEE ™ OoUqgp
NEXS.STC NEC Nexsolutions Security Technical Center NEE «+154"3&1] OUqgp
NTT-CERT* NTT Computer Security Incident Response and Readiness Coordinatign@&amo 2¢é¢ O Uqp
OKI-CSIRT OKI Computer Security Incident Response Team :::I)E)fAec; L':Aqfé"aa'r oUgb B B
Rakuten-CERT | Rakuten-CERT ,1 OUqgp 227;%a1/;>(§a?qA\;
SBCSIRT* Softbank Telecommunications Security Incident Response Team ir;\flj\ili.lr«pi QBOBSquq Py:NAlT«Ae"UOUqP ClpK” %0
- — The six original founding
YIRD Yahoo Incident Response Division aN” OUqp member CSIRTSs.
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Let's consider ways to improve and achieve security through positive communications among CSIRTs !
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response techniques and forensics analysis techniques, as well as response procedures,



