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VRET FANDLEF = 7P ETITARE—RELT, 4 A7y ar a2 R—hLTWET, 2O |
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4.1.1. RERY—RAEEILE BT S [HELE]

SSH #— " ETE# L T\ % SSH $—E RALANSDOKEIC L 5B AT 572012, RERP—E R
Pl A0, b L £, SSH —t 2%, TELNET. FTP H—E X L [R5 DOMREA i 2 TV E T
T, TELNET, FTP #—E A2 ZFIH L TWAHEIZIE. ZNHDOH—ERAEEILH D WE, Bk L T2
él/\o

| B¥va:s
=2 EE T AHIESICIE, 2~ F (shin/service) ZfFH L ET,
P —bRAZEObT 525G (FEBL T —EAREB LWL DICT25E) X, 2a~v ok
(Isbin/service) TiEIE L7-%. =2~ F (/sbin/chkconfig) T#E&{k L £4, =2~ K (/sbin/chkconfig)
Toff Zf €T HZLICkD, ¥ _CTHIEAE (0~6) Noff L7200 F7,

Host: sshsrv

BHY—EX%ZFiILTS
[root@sshsrv ~]# /sbin/service avahi-daemon stop <

Shutting down Avahi daemon: [ OK 1]
[root@sshsrv ~]# /sbin/service cups stop ¢
Stopping cups: [ OK ]

BY—EXZENDLTH(EFESLTELH—EIANEHLENLSIZTS)
[root@sshsrv ~]# /sbin/chkconfig avahi-daemon off <

[root@sshsrv ~]# /sbin/chkconfig --list avahi-daemon &

avahi-daemon O0:off 1:off 2:0ff 3:off 4:off bioff 6:off

WEER G
a2~ K (bin/netstat) %> T, BEIL CWEHY—ERAZHRALET, RELT—EAREHL T
HEA0Z1E. 2= K (/sbin/service, /sbin/chkconfig) %~ CH—¥E R &{E1E bk L £,

Host: sshsrv

[root@sshsrv ~]# /bin/netstat -pantu <
Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tcp 0 00.0.0.0:111 0.0.0.0:% LISTEN 1449/rpcbind
tcp 0 00.0.0.0:22 0.0.0.0:% LISTEN 3777/sshd

tcp 0 0 0.0.0.0:45014 0.0.0.0:% LISTEN 1467/rpc. statd
tcp 0 0 127.0.0.1:631 0.0.0.0:% LISTEN 1810/cupsd

tcp 0 0 127.0.0.1:25 0.0.0.0:% LISTEN 1762/sendmai |
udp 0 00.0.0.0:776 0.0.0.0:% 1449/rpcbind
udp 0 00.0.0.0:795 0.0.0.0:% 1467/rpc. statd
udp 0 0 0.0.0.0:43740 0.0.0.0:% 1467/rpc. statd
udp 0 00.0.0.0:111 0.0.0.0:% 1449/rpcbind
udp 0 0 0.0.0.0:631 0.0.0.0:% 1810/cupsd
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4.12. HEEDORA RSO IT 2T 5 [HE]

SSH #— NZ7 7 EATELRELIP 7 RLAZGIRT D2 LT, EEFNHLORET 7 ALK T
EET, SSH =27 7 A7 U+ — LORANIRET 25526, RAEKRTT, Z 2 TiL, iptables &
TCP_wrapper & FHWCHIRS 2 HIEERBIT L ET,

(1) iptables ZfEH T 55%H

WEE S E
iptables D% E 7 7 A /L (letc/sysconfig/iptables) T iE L 7=, 5% & & Xk L £ 9~ (/shin/service iptables
restart) ,

File: /etc/sysconfig/iptables |

—-A INPUT -m state —state ESTABLISHED, RELATED —j ACCEPT

—-A INPUT -m state ——state NEW -m tcp —p tcp —s 192.168.1.0/24 —dport 22 —j ACCEPT
—-A INPUT -m state ——state NEW -m tcp —p tcp —s 198.51.100.0/24 ——dport 22 —j ACCEPT
—-A INPUT -m state ——state NEW -m tcp —p tep -s 203.0.113.0/32 ——dport 22 —j ACCEPT
—-A INPUT —-j REJECT —reject-with icmp—host—prohibited

#SSHH —ERIZT 7 EATEALHELIPT RL A%
#192.168.1.0~192.168.1.255, 198.51.100.0~198.51.100.255, 203.0.113.1 |ZHllfR ¥ 5,

MR T

a2~ R (/shinfiptables) #ffio> T, REDRELHE L ET,

Host: sshsrv

[root@sshsrv ~]# /sbin/iptables -L -n <

Chain INPUT (policy ACCEPT)

target prot opt source destination

ACCEPT all — 0.0.0.0/0 0.0.0.0/0 state RELATED, ESTABLISHED
ACCEPT tcp — 192.168.1.0/24 0.0.0.0/0 state NEW tcp dpt:22

ACCEPT tco — 198.51.100.0/24 0.0.0.0/0 state NEW tcp dpt:22

ACCEPT tco — 203.0.113.1/32 0.0.0.0/0 state NEW tcp dpt:22

REJECT all —— 0.0.0.0/0 0.0.0.0/0 reject-with icmp-host—prohibited
B2 EZER

reject-with icmp-host-prohibited Ti%, INPUT IZEFRK SN TW VW y FE2ZE LTHEIC, %475
Ny R L, ICMP 234~ b (type=3 : Destination Unreachable, code=10 : Host administratively
prohibited) %% L ET,
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(2) TCP_wrapper #9254

WEEHIE
TCP_wrapper O E~7 7 1 /L (letc/hosts.deny, /etc/hosts.allow) TRELET, HEEZNMT H7-0
OENMBEEXH Y £/ A,

File: /etc/hosts.deny |

sshd : ALL

File: /etc/hosts.allow |

sshd @ 192.168.1.0/255. 255. 255. 0
sshd : 198.51.100. 0/255. 255. 255. 0
sshd : 203.0.113. 1/255. 255. 255. 255

#SSHY —E ATV EATELRETLTIPT RL A%
#192.168.1.0~192.168.1.255, 198.51.100.0~198.51.100.255, 203.0.113.1 |[ZHIfET %,

MR 55
FFAILIEREITC IP 7 RLALS NG T 78 A&l 7-1% ([taro@evill$ /usr/bin/ssh taro@sshsrv) .
SSH #—/\ (sshsrv) kw277 71/ (lvarllog/secure) (2. [refused connect from -« - - ] LFE&kS
NTWDHZ &R LET,

Host: sshsrv

[root@sshsrv ~]# /usr/bin/tail -f /var/log/secure &

Apr 29 12:00:04 sshsrv sshd[23071]: refused connect from 172.16.11.10 (172.16.11.10)
Apr 29 12:02:04 sshsrv sshd[23075]: refused connect from 172.16.11.10 (172.16.11.10)
Apr 29 12:02:36 sshsrv sshd[23078]: refused connect from 172.16.11.10 (172.16.11.10)

-----------------------------------------------------------------------------------------------------------------------------------------

(27 A I EORETALXTTN?] :

i SSHY—ANOBEEEET DN, VEE, MBALELE ), BECL>TE HOBHNY T— b |
P bR A U TERL IR BICET O TR D RERH Y T, I
T B0 BB RKAERN LET, i
e HEOEMEHEIGKDIP Y KL A% iptables DFFrI U 2 MIBEMT 5D &KL, i
i ® SSHY—LAOKMT 5K — FESEET LI Bb 5T, iptables DREL T A END, i
| @ AU — RERIEAMET DA, ABMEEGE CHNT 5 2 — VAR E BT 50 & BN D, I
i e [root TORZA L EFFALAN] ZAMETHRNC, —Mka2—F T H Ty boBNEELS., |

i BEEEROCVEE [FhRESEE LC REERTE M 7o Vi & BIERRH 2 7 A VB
| prmpanscam 2 X HELET, vl a7y MR ETEERRICIE, B
[P B S VEROREEA L E T, REAEICIT, RELEAe
A CVEEDOH LU, REEENTTTHETRZT U MLV, i
U B2 4 T LT T, h




4.1.3. —EHEREINOD SSH Y —E2~DT 7 ¥ 2HEHIBRT S [4+7 2 3 2]

SSH# —EREZXRE L7 — F 74— ARETIE, #@ficLTa /A VBT8R0 RT7=0, F—%E
JTEIPT RLANLDOT 78 AEMEITHZ LT, RIERT A ORI ZERTE 3, Z 2 Cid, iptables
@ hashlimit & = — V&2 > 7= —EHIEN DO T 7 & 25 A2 HIR9 % 51, OpenSSH @ MaxStartups i & T
FRET 7 2 252 HIRT 5 FEEBT LET,

(1) iptables ® hashlimit & = — /L 2 4 584

WEEHE
iptables D% E 7 7 A /L (letc/sysconfig/iptables) T iE L 7=, 5% & & Xk L £ 7~ (/sbin/service iptables
restart) ,

File: /etc/sysconfig/iptables \

—-A INPUT -m state ——state ESTABLISHED, RELATED —j ACGEPT
—-A INPUT —m state ——state NEW —m tcp —p tecp —dport 22 —m hashlimit ——hashlimit-name ssh —hash! imit-burst
3 —hashlimit 2/m —hashlimit-mode srcip ——hashlimit-htable-expire 180000 —j ACCEPT

#SSH —t R Zxt LC, [Al—AA k (--hashlimit-mode srcip)7> b OEEfEEIHAS 3 [8] % 8k 2 7% E
# (--hashlimit-burst 3) . Z D% 1 3IC 2 [A1E TR 2 7F 7192  (--hashlimit 2/m)

# Btk DOEERED D 3 45MRE T 5 & (—-hashlimit-htable-expire 180000) . kil RAMER: S 5,
# --hashlimit-name : 4 #r

# --hashlimit-burst : #&ea1%

# --hashlimit : --hashlimit-burst CH5 € L 7= B&kenl 2 LA O FF Al L — k
# --hashlimit-mode : #i|FR % #}F % B (dstip/srcip/dstport/srcport)
# --hashlimit-htable-expire : B[R4 fEbr 325 £ TORHE (2 UR)
B2EER

iptables ® hashlimit &3 = — /L%, SSH % —E 2% LT, [[l—4 A k2> OB [R5 A EIR %% 72
Y, £ D%, BAIRH O O 2 HIR L £, 7o, RBEOBRN O —ERRARFE LI L 2 AT,
HNLREM &7 0 OBGHIR 2 iEbrT 2 & v o A3, flxIE, EiEEOBRETIE, 5 MHETT 7kE A
L7t Ao 3 ENCHIBRIZSH 0 EH AN, LA OW CIHNREM & 72 0 OBSGHIRA 22020 £97,

Host: sshsrv

[root@sshsrv ~]# /usr/bin/tail -f /var/log/secure &
Aug 2 10:45:35 sshsrv sshd[1398]: Bad protocol version identification '
Aug 2 10:45:40 sshsrv sshd[1399]: Bad protocol version identification '

* from 172.16.11.10
" from 172.16.11.10

~N 1w N =

Aug 2 10:45:45 sshsrv sshd[1400]: Bad protocol version identification '3 ' from 172.16.11.10
Aug 2 10:46:16 sshsrv sshd[1402]: Bad protocol version identification " from 172.16.11.10
Aug 2 10:46:47 sshsrv sshd[1403]: Bad protocol version identification '7 ' from 172.16.11.10

# PO 3 ENIHIRN 2= 5 EIETHOT 7t A (No.l, 2,3 TESbER) 2o TWVWET,
# 4 18] B LABRIZ O W TR AR 572 0 O HIBR 232000 . K 30 kg o7 7+ A (No.5,7 T
# BEDTRATND) Lo TWET,

10
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(2) OpenSSH ® MaxStartups % & % i 95 5

WEEHE
MaxStartups 1%, FRAEEIRTIDRIET 7 & 2D FRA 5%

RIET H/NT A—HTY, sshd DEET 7 A /v

(letc/sshisshd_config) TEE L7-t%, sEZ XL £3 (/shin/service sshd restart) .

File: /etc/ssh/sshd_config

MaxStartups 3 # RIERRIIRIDRIFE T 7 v 2 8% 3HICRET D
LogLevel DEBUG # ES S Enske Lo5a
| P2

MaxStartups 13, FBFE SV TV R WEBEO B2 sshd NI K TENTE T 2T 202 BELET, 2
DIEZEE ATz GRAES LTV WEERED) #5217+ £+ A, LogLevel DEBUG IZF 5% &, HHEG S

f;*ﬁ%ﬁjﬁ@nafié‘fﬁé — & 7\1))(% ij‘o
ET +—~ v NI, "startrate:full" (BHAGRE e R

) T. T 7#/V FOFREIL 10:30:100 T,

ZORTEDOEAE . FIAESN TV WEPEDERER DY 10 1 (start) 2Bz 5 L. LI OREGE R 2
30% (rate) OMERTHEA LE T, BRESN TV WO RN 100 4 (full) 28z 5 &, Zilh

BEOBERE R 2T~ THESLET,

Host: sshsrv

[root@sshsrv ~]# /usr/bin/tail -f /var/log/secure &

11:16:18 sshsrv sshd[1536]: debugl: drop connection

# A ES LI L EBERLET,

Aug 2 11:16:15 sshsrv sshd[1536]: debugl: Forked child 1544.

Aug 2 11:16:15 sshsrv sshd[1544]: Set /proc/self/oom_score_adj to 0

Aug 2 11:16:15 sshsrv sshd[1544]: debugl: rexec start in 5 out 5 newsock 5 pipe 9 sock 10
Aug 2 11:16:15 sshsrv sshd[1544]: debugl: inetd sockets after dupping: 3, 3

Aug 2 11:16:15 sshsrv sshd[1544]: Connection from 172.16.11.10 port 49784

Aug 2 11:16:18 sshsrv sshd[1536]: debugl: drop connection #3

Aug 2 #3

# debugl: drop connection #3 O#3 1%, FRAES IV TWRWEPEDBHFRE R 31EH D |

i [=25 A 11l:SSHGuard]

o SSHGuard I1Zm 7 B L, ID o/ A T — REZ 2 T & i 5 R ek & Mt 9% & iptables 72 )
I EOT7 A VZICHETT IP T FLAZBBIMIZEMNYT 5 2 LT,

i IRD/NT A—=2 T, B ZHIETE £,

il -anum num [BIORE e 2 75 &

i T5 (T 744k 4a])

; R 420 1)

i -psecs HEWT L7 FEAZ 5 1P 7 RLADT Y | Y % secs IOESBH IS 5 (57 44 i

oo oo e |

— R, % DH AT SR T, |

FOFRIZETEIP T KL AW D DR & HEWT :.

I -5 secs FRIGILIP 7 KL ADxT > bV % secs & IZfRELT 5, secs LA EDORIFET

it O ITIER SN2y (57 1

k 1200 #) i

i -w addr/host/block/file RUARVAL (P, RA RN, Xy b~ A7) BHRET D, i

SSHGuard - Defend from brute force attacks i



SSHY—"tFxFa2UT A RETA R

414, TURNRTUR (B BEICRTLIT7EAEHIRTS (47 a ]

SSH ="\ T 7B ATEDLEERIP T RLAZHIRTHZ & T, RIET 7 B ARAERO " kEL
T CEE T, SSH =77 A4 7 74— LONRANIEKET 2HAICH, FFETT, 22T, iptables
ZHWTCHIBRT 2 HiEERar LET,

WEE S E
iptables D% E 7 7 A /L (letc/sysconfig/iptables) T iE L 7=, 5% & & Xk L £ 9~ (/shin/service iptables
restart) ,

File: /etc/sysconfig/iptables |

—-A INPUT -m state ——state ESTABLISHED, RELATED -j ACCEPT
—-A INPUT -j REJECT —-reject-with icmp—host-prohibited
—A OUTPUT -p top —-d 192.168.1.200 —dport 22 —j ACCEPT
—A OUTPUT -j DROP

#SSHY— BT /A TEBRIERIPT KL%
# 7 — & —,3 (192.168.1.200) (ZHIRET 5,

MRS

<> K (/shin/iptables) %ff~> T, REDIRRELMER L 97,

Host: sshsrv

[root@sshsrv ~]# /sbin/iptables -L -n <

Chain INPUT (policy ACCEPT)

target prot opt source destination

ACCEPT all — 0.0.0.0/0 0.0.0.0/0 state RELATED, ESTABLISHED
REJECT all — 0.0.0.0/0 0.0.0.0/0 reject-with icmp—host-prohibited
Chain OUTPUT (policy ACCEPT)

target prot opt source destination

ACCEPT tcp -— anywhere 192.168. 1. 200

DROP all — anywhere anywhere

P T S S I T T T T L I e T L L T T T I I SIS SIS TSI T I T m I T m e i

i [=2F 2 IV:iptables &AL VI={EHIR] i

I Linux 5% OS Ti, iptables Z A L CTA > \T Y RET T MDY RIETOBEORIRT 5 Z L i T& £ |
g, Bl E, kD X D B % iptables THEBTAHZ LA EXE T, i

| @ SSHY— )b A v F—Fy h~OBEIFHIR LIV, !
@  FFEDO=—Y (jason, uid=5012) DORIZEE L AT ANHEEBEINZF Y hU—72 (10.1.1.0/24) ~D :'
i sshiBfEZFFa L7720, I
@ EBTOaA—FITHLT, BEEIATAPREINLZR Y U =27 ~D—fki7e Web 77 & X |
H (http/https) (XFFAT L7200, !
i@ A THOa—HICH LT, SSHH—NLFE—DOH 7%y hT—2 K (192.168.1.0/24) ThillE, W@E |
i HIBR Z 23T 72 < 720, i
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ZORMEET- T BN RRER 2R TITEELr o, METDIRy MU —7HIT, Ro@EY TT,

sshsry

10.1.1.0/24

L=

7R—F80/tcp, 443/tcp : BF EI
R—b22/tcp : uid=50120) & F# 7]
EEL5:EE

192.168.1.0/24

iptables |2 DL — L BEET D 5E . ENSIEICL—ABBE L~ v F LARNnE . ROL—VICHEL
FT, ZOLIJEFICHREL T, B~y FLEA—AREHEND Z LRV ET, 200, &
T =TT DD — VDR JFIE, RO K 1220 7,

Host: sshsrv

Qaxs v a VL LTV D b OIEFFA]

[root@sshsrv ~]# /sbin/iptables -A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
d

QORFED—F DOIITFFA LIz @EICBd 50— b (jason : uid=5012 (% 10.1.1.0/24 {Zxf L T ssh
TT 7 EBATED)

[root@sshsrv ~]# /sbin/iptables -A OUTPUT -d 10.1.1.0/24 -m owner --uid-owner 5012 -p tcp
--dport 22 -j ACCEPT &

@E&TH2—FITFHFA LI-W@EEIcET 20— (& CToh=—H% 10.1.1.0/24 2% L T http/https T
77 e ATE, 192.168.1.0/24 N THIVUXIEIE IZHIBRIZA2)

[root@sshsrv ~]# /sbin/iptables -A OUTPUT -d 10.1.1.0/24 -p tcp --dport 80 -j ACCEPT &
[root@sshsrv ~]# /shin/iptables -A OUTPUT -d 10.1.1.0/24 -p tcp --dport 443 -j ACCEPT
[root@sshsrv ~]# /sbin/iptables -A OUTPUT -d 192.168.1.0/24 -j ACCEPT

OO~ %Mz S RVBEIXTRTES
[root@sshsrv ~]# /shin/iptables -A OUTPUT -j DROP 4

®O0S FEBEH%HS., ZNOLOREVNEHIND X HITT272HIT, letc/sysconfigliptables [ Z3% & % %
W5,

[root@sshsrv ~]# /bin/service iptables save <

iptables: Saving firewall rules to /etc/sysconfig/iptable:[ OK ]

iptables O EFITINEFNBUR T 2720, R BMLIZWEAIIE, 1) FEALZWL—LF SR -l 47
arTHE, 2) —H D AT arRe -F A7 a T EHIBRL TR CHENLER LET 2L
Txhis LET, B etc/sysconfigliptables % ffatk L T iptables IZFiAIA £/ 5 HiEH FIRETT,



SSHH—RtEFXa )T 4 HEHA R

42 SSHY—EX
42.1. SSH 7OD N ) DNR— g 2 0)(7%5’§$ﬁﬁ”6 [%quij‘]

SSH ®»~7'a halii, X—=Yary1¢203H0FE4, "=V 321 GiiiE)E%HODHfES%‘@[a]zﬁ%Zﬁ:y)
BHETA RTA o THMET 5 Z ERHERI A TOET,

BEREFE
sshd O E 7 7 A /v (letc/sshisshd_config) T E L 7= 8% i€ % XL L % 7~ (/sbin/service sshd restart) ,

File: /etc/ssh/sshd_config
Protocol 2 # =g 2%FBETD

.%mnﬁ&
ssha~<wy REFEST, X—=TVarvl (FFvar:-1) Tal A4y TERNILEHRL, N—V g
2 (ﬂ‘7°“/93/ -2) “CB?%/’C‘“E‘ZD E%Eﬁﬂlh]\/i@‘o

Host: sshcc

B/NN—D3v 1 Tag4o9%

[hanako@sshcc ~]$ /usr/bin/ssh -1 hanakosrv@sshsrv
Protocol major versions differ: 1 vs. 2

B/N—Sav 2 TRS4093

[hanako@sshcc ~]$ /usr/bin/ssh -2 hanakosrv@sshsrv <
hanakosrv@sshsrv' s password: </SXJ— K> 4

Last login: Sat Aug 2 23:45:23 2014 from sshcc
[hanakosrv@sshsrv ~]$

Flo, N=Yar 1l (FFvar -l TERLEEGAITIE, SSH —3 (sshsrv) Low /77 7 A1
(Ivar/log/secure) (2. DX H7eu /RS nEd,

Host: sshsrv

[root@sshsrv ~]# /usr/bin/tail -f /var/log/secure <

Aug 2 11:51:31 sshsrv sshd[1596]: Did not receive identification string from 192.168.1.1
Aug 2 11:51:52 sshsrv sshd[1598]: Connection closed by 192.168.1.1

a) Vulnerability Note VU#13877
Weak CRC allows packet injection into SSH sessions encrypted with block ciphers
http://www.kb.cert.org/vuls/id/13877
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4.2.2. AREEEREEZMMT S (N2 U — NREREZ LT D) [HE4E]

SSH 1 /A TO/NRAY — RFEGEE L LT, ABRREGE (22— EH 7 7 A VLV + AT L —X) %
@Eﬁ%#é:kf INAT — ]“wuu XT#E)7/V%]‘7Z“%X]&;§%%%<;kﬁ)fgiﬁo

WHREHE
sshd@ XIE 7 7 A /v (letc/ssh/sshd_config) T, /XA U — REBFEZ NI L, ABRESRIEEZ A LT
%, JEAEZNM L £ (/shin/service sshd restart),

File: /etc/ssh/sshd_config
HostbasedAuthentication no
RhostsAuthentication no

# -\]—Z ]\/\"—X @utu uﬁ%'fﬁ%ﬁﬁ L/iﬁl/\

# ARA N —ZOFFELMFH L7220 [*]

#[*] OpenSSH 5.3p1 Ti&, FFHEREA T2 g TR >TWET,
RhostsRSAAuthentication no # R ARN—20D RSAFBIFZEH L2V
PasswordAuthentication no # NAU — RFEGEZFFRI L72 0
Chal lengeResponseAuthentication no # NATU— RERREEFFA] L2
PermitEmptyPasswords no # ZENRAT—RTOT 7B RAZHA LRV
RSAAuthentication no #RSAFIEZFEHA LRV (XR—=T a1 DHDT-8)
PubkeyAuthentication yes # NBHEEEREE TS

BB, Ha—PmZ, SSH Y — RN EDa—HFDR—L0F 4 L7 kU IZH 5 .sshiauthorized_keys 7 7 1
ST 2 — AR Z BN ERT A HNERH Y £T,

Host: sshcc

B 1—¥ hanakosrv A% sshsrv [SAS 4%, authorized keys [S2—F A\ BAR%EEINT S
[hanakosrv@sshsrv ~]$ cd /home/hanakosrv/.ssh <

[hanakosrv@sshsrv .ssh]$ cat id_rsa.pub >> authorized_keys <
[hanakosrv@sshsrv .ssh]$ chmod 600 authorized_keys «

[hanakosrv@sshsrv .ssh]$ Is -l authorized_keys <l

—rW————— . 1 hanakosrv users 609 Aug 2 12:45 authorized_keys

WRER
1 74 ([hanako@sshcc ~]1$ /usr/bin/ssh hanakosrv@sshsrv —i ~/.ssh/id_rsa) & ik#4 7= . SSH
H—,3 (sshsrv) bEowv 7757 1L (arllog/secure) 12, [Accepted publickey + + - ssh2] 2Fi#k i
TWLZ LR LET,

Host: sshcc

BARBEIITOI1035

[hanako@sshcc ~]$ /usr/bin/ssh hanakosrv@sshsrv -i ~/.ssh/id_rsa <
Enter passphrase for key ' /home/hanako/.ssh/id rsa :</SRXRT7L—X> 4
Last login: Sat Aug 2 21:15:03 2014 from sshcc

[hanakosrv@sshsrv ~]$

Host: sshsrv
[root@sshsrv ~]# /usr/bin/tail -f /var/log/secure &
Aug 2 12:50:43 sshsrv sshd[1125]: Accepted publickey for hanakosrv from 192.168.1.1 port 41576 ssh2

15
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423. R—Fr7+U—RZ1EH5 [HE)

OpenSSH (21, VE— b0 ary Y —1LT7 78 AL, AEED TCPI@EZ I /b L, & 5Tk
AL TEEET DR — F 7+ U — REnOEnRftsncnET, A— 7+ 7V — NgEEH SIS
HARET 7B ARFAE LT SSH b — a5 & LB E R B AZFHHT D metEndH 0 £ 0T, ik
5_&75 ERE I ET,

WREFE
sshd OF%E 7 7 A /v (letc/sshisshd_config) T, "—F 7+ U — RZMWHIZ L7k, XEEXBL T
(/sbin/service sshd restart) ,

File: /etc/ssh/sshd_config

Al lowTcpForwarding no #TCP AR—F 74 U— &£ LT3
X11Forwarding no #XULAR— 74U — R&2kkd4 3%
.%mb\jj‘}{f

TCPAR—bF 74U —FIZiZ, a— I NVER—F 73 T—RKEVE—RR—F 73T —RKBHY F,
T, INOR—F 7T — RNEGUL I TWD I & 2R T 2 FiEEmAL £,

(@ a—HIWHR— 7+ T — ROMER
O—ANKR— 75U —R&ERELTrZ A ([hanako@sshce “1$ /usr/bin/ssh hanakosrv@sshsrv -L
2525: localhost:25) L7=%. SSH 7 74 7> k (sshce) bEDAR— hFEH 2525/TCP (27 7 AL £,
SSH #—/N (sshsrv) @ w77 7 AL (Ivar/llog/secure) (2, “Received request to connect to host - - -
but the request was denied.” 23FiEk SN TWHZ L AR L ET,

Host: sshcc

BO—hILR—bT4D—FZEELTATLIUTS

[hanako@sshcc ~]$ /usr/bin/ssh hanakosrv@sshsrv -L 2525:1ocalhost:25 &

hanakosrv@sshsrv' s password: </SXJ— K>

Last login: Sat Aug 2 23:54:03 2014 from sshcc

[hanakosrv@sshsrv ~]$ channel 3: open failed: administratively prohibited: open failed —[%]

#[*]SSH 7 74 7> I (sshce) LEDR— h&EE 2525/TCP ICT 7 & A LIZEIC,
# BRI O T —nEREINET,

Host: sshsrv
[root@sshsrv ~]# /usr/bin/tail -f /var/log/secure &
Aug 2 20:34:32 sshsrv sshd[1362] : Received request to connect to host localhost port 25, but the request

was denied.
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(b) VE—FFR— b7 47U — FORER
VE—hR—F75T—RFEREL T YA ([hanako@sshcc “1$ /usr/bin/ssh hanakosrv@sshsrv -R
2525 localhost:25) L E 9, SSH #—/3 (sshsrv) ® w71 U REIZ, 45 “Warning: remote port forwarding

failed for listen port - -

T BRREIND LR LET,

Host: sshcc

B)E—FR—FrIZxT7—FEHRELTATAUTS

[hanako@sshcc ~]$ /usr/bin/ssh hanakosrv@sshsrv -R 2525:localhost: 25
hanakosrv@sshsrv' s password: </SXT— K> 4

Warning: remote port forwarding failed for listen port 2525

Last login: Sat Aug 2 21:26:24 2014 from sshcc

[hanakosrv@sshsrv ~]$

-----------------------------------------------------------------------------------------------------------------------------------------

' [2F A V:history ZHIRT 3] i

A~ FOFTIEEAZFRT 5 history 2~ > & ZfERITT 22 i
history =~ > &,
VRS AT AL Bl 15 JBEESS5EFBO Is-a #FE(T) TANOFMEE ZenTEEY,
iR, O 7RV, Bl T U b /SR T — R Y73 bash_history 7 7 A JVIZERER S AU T i
L2 EbHY, RESNEES, CRLOFEENEHSNTLEY WREELH Y 3, i

KEIF— (1] F—&F AN L awy REROHT 2 L8 CEED, [ L@ |

Host: sshsrv i
[hanakosrv@sshsrv ~]$ history < i
5 18:05 Is -a ::
6 18:05 vi work/config. txt i
7 18:05 Is -a i
8 18:05 ssh taro@192.168. 1. 200 ::
9 18:06 scp taro@192.168.1.20:/work/keys/sec. users work/sec. users i
10 18:07 htpasswd -n -m -b test 20130612 i
11 18:10 cd /etc i

history =~ > Ri&,
| LR DEIE) TROEEZAE TE ET, HISTRILESIZE=0 L J4uU, Oty v a v Tiiofca~r NEHE |
| ZZRTELH, HLnEy v a Y TIHUEIORREZZRTE RV LIl £ i

HISTSIZE (<Y LlZ34k9 % BME) . HISTFILESIZE (bash_history 7 7 o /v LIZ i

Host: sshsrv

@RXE DR

HISTFILESIZE=0
HISTSIZE=500

[hanakosrv@sshsrv ~]$ set | grep HIST < i
HISTFILE=/home/hanakosrv/. bash_history I

Ov 7 A U BEDOFRIE T 7 A /WIZ HISTFILESIZE=0 % 1EB:0 i
[hanakosrv@sshsrv ~]$ echo "HISTFILESIZE=0" >> /home/hanakosrv/.bash_profile & i

QTR (Fv FD%IZ, /homelhanakosrv/.bash_profile % A 77) 1
[hanakosrv@sshsrv ~]$ . /home/hanakosrv/.bash_profile < i




SSHH—tXa T ARETA K

4.2.4. SSHH—bE 2% 22/TCP LA TR S5 [H#E4%]

SSH —EADu 7 A ANIRTHHETIL, A ¥ —F v M L7z SSH — &R - T X
F9, SSHH»—ER%ET 7 4/L h® 22ITCP THEISHETWALEA, 1 X —F v MIEEHIHIZIE, SSH W
—EADBBE L TWDZEEROT LN, WEBEHGIIRDEN) T2 HOEELTLEEN, VAT AR
PP EORBEN 2 UL, WEBXIRIZRVIZ K T57201I8, A= MEBFOEEEZRFT LTI EEN,

2B, N— MEFEETT HERCIL, iptables(4.1.2 fi : FFE DR A M) D ORI 2 3F a4 5 [HELE],
413 i : —EREMND SSH —ERZA~DT 7 B AERIRT 2 (473 ] )ORELE S H bW THist
THOMENH Y £,

WEREHE
sshd OFE 7 7 A /L (letc/sshisshd_config) TE%E L 7=, 3% & & X L £ 7~ (/shin/service sshd restart) ,
B, 77 AT U4+ —/LX iptables T 22/TCP ZFF Al DX E X 1T > TV DA IZIE, 22/TCP DiEfE 2 H
B L. 22222/TCP 37 A] T DR EICAE T LT Z 3V iptables (2 DWTIX 412 Hix S L TS 7E 30,

File: /etc/ssh/sshd_config
Port 22222 # R— hFEH 22222/TCP T sshd Z#B# S # 5

WrER L
o< K (/bin/inetstat) #fF-> T, REL7ZA— FTHEEILTWAZ L 2MRLET,

Host: sshsrv

[root@sshsrv ~]# /bin/netstat -pantu <
Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tep 0 0 0.0.0.0:22222 0.0.0.0:% LISTEN 904/sshd

tep 0 0 127.0.0.1:25 0.0.0.0:% LISTEN 980/master

tep 0 0 :::22222 DIk LISTEN 1042/sshd

tcp 0 0 ::1:25 DIk LISTEN 980/master

udp 0 00.0.0.0:68 0.0.0.0:% 793/dhclient

(=72 VE.R—IESZERELTOT(0F 5] i

SSHY —E RO HZITHR— k% 22/tcp USMI L TWAEAICIE pA T a  TR—MESEZBEL T
a0 JA L LET, RN— hEG 22222/tcp DFAIZIE, RO LI 220 £, i

[hanako@sshcc ~]$ /usr/bin/ssh -p 22222 hanakosrv@sshsrv i

FTva COFMIZONWTIE, HEE : fH#kB SSHEHE A~ FEZRL T ZEN, !

______________________________________________________________________________________________________________________________________
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4.2.5. known_hosts 7 7 A /L& /Ny ¥ afbd 5 [HESE]

SSH #—E RIZEDL D ERZOFITIE BID SSH H— S~DORIET 7 & A2, SSH #—/3 E® known_hosts
T 7 AMIHEMENTNDRA MRIPT RLABREHEINTLE L E W) FLELME SN TOET,
2. SSHY—RZF— T xAf (BIZAHRAR) ELTHEELTWDGAICIE, 2—FDFR—L7 4 L7
kU2 & % .sshiknown_hosts 7 7 A LD~y ¥ =2 b % FEfi L TL 72 &0,

known_hosts 7 7 A /LIZiE, TR A M F—FR] A A NABEE) ML TVET, ssh, scp 72 & D
SSH =1~ Rid, SSH — B R IZEHi T DI, SSH H— 355 L7=AR A NAB#E L known_hosts (2
FLERSNTVWAHARAR MASEE ZRAET 52 & T, BEROY— "GN AR L TWET,

WEGESIE
ssh OF%E 7 7 1 /L (letc/sshissh_config) T%E L £7,

File: /etc/ssh/ssh_config
HashKnownHosts yes # HRRARLRIPT RLRE NNy 2{bd 5

WrER 5L
2—YPDR—LT 4 L7 bk VIZH 5 .sshiknown_hosts 7 7 A LD HEEEFIN ﬂ?X MR IP 7 RL AL
LCHBARIERTIIRNZ 2R LET, Ny vafbiFo= s MY OSEHICIE, "[1"HNEH SN TUVE
¥, known_hosts 7 7 A L3Ny ¥ a b STV RWEEITIE, v R (/usr/bln/ssh keygen) Zf{f-
T, Ny vafbLTL &Y, DR, known_hosts.old 7 7 1 L OHIFRZ S $IZEE L T 72 &0,

Host: sshsrv

BEEED known hosts Z7LILE/\vwialtTH

[hanakosrv@sshsrv .ssh]$ ssh-keygen -H 1

/home/hanakosrv/. ssh/known_hosts updated.

Original contents retained as /home/hanakosrv/. ssh/known_hosts. old
WARNING: /home/hanakosrv/. ssh/known_hosts. old contains unhashed entries
Delete this file to ensure privacy of hostnames

Bknown hosts.old 274 (7w a{bREHRE)

[hanakosrv@sshsrv .ssh]$ cat known_hosts.old <

192.168. 1. 200 ssh-rsa AAAAB3NzaC1yc2EAAAABIWAAAQEA7gBfuo5STGGNXxQbNHBE | QQvSnwShmmSRGAWD jP9mGgLbZVYuO
J6ny6cVGpVvE2aNuVRnc+knT65eHF 1aQZ0t+t 1Gv | V5c+80bwNo 7MBIYH | 2m5AWUSWQ8UC I 3ZmXNDapOw5UXKy /v i Bp9BaPLFN
| XLFpMNHkeWubCotc/dZzuVmsZgZ1BGIfJfNdvY jNsbS6WAdpp9aXzDr 1+6nW1LKuUazPvA5r 7TKZqv0ZSm5rUFGgepF ib 1 0af4
Ps jmc8y1qV04wgUmbsNMTBm2Xof xTepnVAx5xrehWVPCd17 | JcEbrBWCs,/vYmCDun9vHr tEJDGpT8mn4P i YZKKYr sNSOBE/5w==

Bknown hosts 274 (7vwiaibi)

[hanakosrv@sshsrv .ssh]$ cat known_hosts <

|1] dJaVQ/LE/aKuOy13+Z1NrPNj8Qc=|D6zc9n3ZiXUcWyVN88rLLWw5hgA= ssh-rsa AAAAB3NzaC1yc2EAAAABIWAAAQEATg
Bfuo5STGGNxQbNHBE | QQvSnwShmmSRGAWD jPI9mGgLbZVYu0Jény6cVGpVvE2aNuVRnc+knT65eHF1aQZ0t+t1Gv | V5c+80bwNo7
MBOYH | 2m5AWuSWQ8Uc I 3ZmXNDapOw5UXKy /v i Bp9BaPLFN | XLFpMNHkeWubCotc,/dZzuVmsZgZ1BGIf JFNAvY jNsbS6WAdpp9aX
zDr 1+6nWILKuUazPvAS5r 7KZgv0ZSmb5rUFGgepF ib|10af4Ps jmc8y1qV04waUmbsNMTBm2XofxTepnVAx5xrehWVPCd171JcEbrB
WCs/vYmCDun9vHr tEJDGpT8mn4P i YZKKYrsNSOBE/5w==

[hanakosrv@sshsrv .ssh]$ rm known_hosts.old <
[hanakosrv@sshsrv .ssh]$
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426. A v EBED—YIEFICHATS [T 3 ]

OpenSSH D7 7 + /L RRETIX, OSICr /A U TELH TR TCa—F R SSH I —EAZFMALTY £—
Eobr A o TEHRIEIZ > TOWET, FEEHEREZ FF> TV 5 root = — R —Fibiv b 2 —F TT,
SSHY—ERZRLT U E— Fbroot 22— TIREET 7 A TEXRWVERE & L. root HERR TOEAE,
—f—H e A L%, susudo 2w REFAHAL TS ZE, £/, ARG Tz
TWBT ATk (B :oracle) b, BiAHELTERINLIDOT, 2 —HFIZHONTH SSHF—E 2%
FALTYE—= o ur A TELHa—F 2K VIAALTL IV,

WEE S E
sshd OFE 7 7 A /L (letc/ssh/sshd_config) Ti%E L7214, 5% & & [k L £ 9~ (/sbin/service sshd restart) ,

File: /etc/ssh/sshd_config
PermitRootLogin no #root TOT T A L EFFA] L7V
Al lowUsers hanakosrv # hanakosrv D& D v 7 A a4 5

WrER L
root = — T 71 . ([hanako@sshcc ~]1$ /usr/bin/ssh root@sshsrv) #A7=t%. /77 AL
(Ivar/log/secure) (2. root —HNHDT 7 ARBA LIS NTND Z L 2R L £,

Host: sshsrv

[root@sshsrv ~]# /usr/bin/tail -f /var/log/secure <

Aug 3 00:13:15 sshsrv sshd[1387]: User root from sshcc not allowed because not listed in AllowUsers
Aug 3 00:13:15 sshsrv sshd[1388]: input_userauth_request: invalid user root

Aug 3 00:13:19 sshsrv unix_chkpwd[1389]: password check failed for user (root)

Aug 3 00:13:19 sshsrv sshd[1387]: pam_unix (sshd:auth) : authentication failure; logname= uid=0 euid=0
tty=ssh ruser= rhost=sshcc user=root

Aug 3 00:13:21 sshsrv sshd[1387]: Failed password for invalid user root from 192. 168. 1. 1 port 54412 ssh2

—fx—9cr 74 > ([hanako@sshce ~]1$ /usr/bin/ssh hanakosrv@sshsrv)
([taro@sshcc “1§ /usr/bin/ssh taro@sshsrv) %iZ7-t. v/ 7 7 A /L (Ivarllog/secure) T, FFaf L
lea—=POHRNPRTA L TETNDL I L EMRLES.

Host: sshsrv
[root@sshsrv ~]# /usr/bin/tail -f /var/log/secure &

# hanakosrv 1w 7' > 7A]
Aug 3 00:16:52 sshsrv sshd[1390]: Accepted password for hanakosrv from 192.168.1.1 port 52550 ssh2
Aug 3 00:16:53 sshsrv sshd[1390]: pam_unix (sshd:session) : session opened for user hanakosrv by (uid=0)

#taro lxw 7 A AH]
Aug 3 00:20:07 sshsrv sshd[1431]: User taro from sshcc not allowed because not listed in Al lowUsers
Aug 3 00:20:07 sshsrv sshd[1432]: input_userauth_request: invalid user taro
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4.27. IPV6 ZfEDLARWESICIT. BObT2 (73 ]

OWMBH®T7¢WF RE T, IPv6 KON IPvA Dfi )7 C SSH —E A& L £4°, IPv6 T SSH %
— BRI DL AL, IPVB IZHIG L2 7 74 7 U 4 —/LX° IDS OEASCHENMLETT, IPv6 T SSH
P— B R 2R B MR WEAITIE. sshd D IPV6 Z B RAGICEERE L T 72 &0y,

WEREGIE
sshd D&% E 7 7 A /v (letc/sshisshd_config) T & L 7, 8% & & KM L % 7~ (/sbin/service sshd restart)

File: /etc/ssh/sshd_config

AddressFamily inet #any 2°5 inet (A H
#listenAddress :: # BRMICa A T DB
.%mb\jj‘){f

o< R (/bin/netstat) Z{# - T, IPv6 BELLENTWA Z L 2R L £,

Host: sshsrv

[root@sshsrv ~]# /bin/netstat -pantu <

Active Internet connections (servers and establ ished)

# AddressFamily any D54

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tep 0 00.0.0.0:22 0.0.0.0:* LISTEN 1081/sshd

tcp 0 0 127.0.0.1:25 0.0.0.0:* LISTEN 981/master

tep 0 0 :::22 DIk LISTEN 1081/sshd #I1Pv6
tcp 0 0 ::1:25 DIk LISTEN 981/master  #IPv6
# AddressFamily inet D355

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tep 0 00.0.0.0:22 0.0.0.0:% LISTEN 1176/sshd

tep 0 0 127.0.0.1:25 0.0.0.0:% LISTEN 981/master

tcp 0 0 ::1:25 DIk LISTEN 981/master  #IPv6
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4.28. PV HRRA v —VRGEa— RZRA LW [F7 v a3 ]

X2 VT 4 BT E~DOXHGE & LT, VS AR A v — VR — R Lan 2 &2
BENTHWET[D], SSHOZ'\ hav T, BROTNOEES R, A vE—VRiEa— RTCHEMATES L
DEFRLET, ZO7H, BEHOFNPLIHVIEGHROA v —Vf8iEa— RE POHIRL TN T
W,

WEREHE
sshd OFE 7 7 A /L (letc/sshisshd_config) Ti%E L 71, 5% & & X L £ 7~ (/shin/service sshd restart) ,
¥, BEIX. ROFNETHED T,

(1) TERERGE] 2HNT, HHTELIHEAN, Ay E—VfGEa— REELET,
(2) HEfHTX 5H5 5 (Ciphers) 725, CBC (Cipher Block Chaining) £— K&\ T sshd DR E 7
7 A )V (letc/ssh/sshd_config) (Z5%E L £,
<sshd DFXE 7 7 A /v (letc/sshisshd_config) 72544 < 555 (Ciphers) >
3des-cbc
aes128-chc
aes192-chc
aes256-chc
blowfish-cbc
cast128-cbhc
(3) EHTE DA vt —Y@iFEa—F (MACs) 7°5 MD5 & 96bit #4 T sshd OF%E T 7 A /v
(letc/sshi/sshd_config) (ZF%E L £7,
<sshd DFXE 7 7 A /v (letc/ssh/sshd_config) 72255 < A vE—TF8iE2— K (MACs) >
hmac-md5
hmac-md5-96
hmac-md5-96-etm@openssh.com
hmac-md5-etm@openssh.com
hmac-shal-96
hmac-shal-96-etm@openssh.com

File: /etc/ssh/sshd_config

Ciphers aes128-ctr, aes192—ctr, aes256—ctr, arcfour256, arcfour128, arcfour

MACs

hmac-shal, umac-64@openssh. com, hmac—sha2-256, hmac-sha2-512, hmac—r i pemd160, hmac—r i pemd160@openssh. com

MR
TNy 7E—RTrZ A ([root@sshsrv “1# /usr/bin/ssh —vv localhost) ##A7-1%, FrRINT
WHT Ny ra T EERLET,

Host: sshsrv

[root@sshsrv ~]# /usr/bin/ssh -vv localhost <

OpenSSH_5. 3p1, OpenSSL 1.0.1e-fips 11 Feb 2013

debugl: Reading configuration data /etc/ssh/ssh_config
debugl: Applying options for *

debug2: ssh_connect: needpriv 0

debugl: Connecting to localhost [::1] port 22.

debugl: connect to address ::1 port 22: Connection refused

b) CPNI-957037
SSH BFIZR W T 7T — & w2\ 3 5 AlREdE
http://jvn.jp/vu/CPNI-957037/
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debugl: Connecting to localhost [127.0.0.1] port 22.
debugl: Connection established
debugl: permanently set uid: 0/0
debugl: identity file /root/.ssh/identity type -1
debugl: identity file /root/.ssh/identity-cert type -1
debugl: identity file /root/.ssh/id_rsa type -1
debugl: identity file /root/.ssh/id_rsa-cert type -1
debugl: identity file /root/.ssh/id_dsa type -1
debugl: identity file /root/.ssh/id_dsa-cert type -1
debugl: Remote protocol version 2.0, remote software version OpenSSH_5.3
debugl: match: OpenSSH_5.3 pat OpenSSHx*
debugl: Enabling compatibility mode for protocol 2.0
debugl: Local version string SSH-2. 0-OpenSSH_5. 3
debug?2: fd 3 setting 0_NONBLOCK
debugl: SSH2_MSG_KEXINIT sent
debugl: SSH2_MSG_KEXINIT received
debug?: kex_parse_kexinit: diffie-hel Iman—group—exchange-sha256, diffie—hel Iman—group—exchange-shal,
diffie-hel Iman-group14-shal, diffie-hel Iman-groupl-shal
debug?: kex_parse_kexinit: ssh-rsa—-cert-v01@openssh. com, ssh-dss—cert-v01@openssh. com,
ssh-rsa—cert-v00@openssh. com, ssh-dss—cert-v00@openssh. com, ssh-rsa, ssh—-dss
#SSH 7 7 14 7 > b D3RI T Z 5155520 (Ciphers)
debug2: kex_parse_kexinit: aes128-ctr, aes192-ctr, aes256—ctr, arcfour256, arcfour128, aes128-chc
3des—cbc, blowfish-cbec, cast128-cbc, aes192—-cbc, aes256-cbc, arcfour, ri jndael-cbc@lysator. | iu. se
debug?2: kex_parse_kexinit: aes128-ctr, aes192-ctr, aes256—ctr, arcfour256, arcfour128, aes128-cbhc
3des—cbc, blowfish-cbc, cast128-cbc, aes192—cbc, aes256-cbce, arcfour, ri jndael-cbc@lysator. | iu. se
#SSH 7 74 7 v ESFIHTE S A v E—VFiE2— K (MACs)
debug2: kex_parse_kexinit: hmac—-md5, hmac—shal, umac-64@openssh. com, hmac-sha2-256, hmac—sha2-512
hmac—r ipemd160, hmac—r i pemd160@openssh. com, hmac-sha1-96, hmac-md5-96
debug?: kex_parse_kexinit: hmac-md5, hmac-shal, umac-64@openssh. com, hmac—sha2-256, hmac-sha2-512
hmac—r ipemd160, hmac—r i pemd160@openssh. com, hmac-sha1-96, hmac-md5-96
debug?: kex_parse_kexinit: none, zI| ib@openssh. com, z|ib
debug?: kex_parse_kexinit: none, z| ib@openssh. com, zI|ib
debug?: kex_parse_kexinit:
debug?: kex_parse_kexinit:
debug?: kex_parse_kexinit: first_kex_follows 0
debug?: kex_parse_kexinit: reserved 0
debug?: kex_parse_kexinit: diffie-hel Iman—group—exchange-sha256, diffie-hel Iman—group—-exchange-shal,
diffie-hel Iman-groupl14-shal, diffie-hel Iman-groupl-shal
debug?: kex_parse_kexinit: ssh-rsa, ssh-dss
#SSH Y — D3 F|H Tx 555520 (Ciphers)
debug2: kex_parse_kexinit: aes128-ctr, aes192-ctr, aes256—ctr, arcfour256, arcfour128, arcfour
debug?: kex_parse_kexinit: aes128-ctr, aes192—ctr, aes256—ctr, arcfour256, arcfour128, arcfour
#SSH r— " FHTE 5 A v E—F38FE2— F (MACs)
debug2: kex_parse_kexinit: hmac—shal, umac-64@openssh. com, hmac-sha2-256, hmac—-sha2-512,
hmac—-r ipemd160, hmac—r i pemd160@openssh. com
debug2: kex_parse_kexinit: hmac—shal, umac-64@openssh. com, hmac-sha2-256, hmac—-sha2-512,
hmac—-r i pemd160, hmac—r i pemd160@openssh. com
debug2: kex_parse_kexinit: none, z|ib@openssh. com
debug?: kex_parse_kexinit: none, z|ib@openssh. com
debug2: kex_parse_kexinit:
debug2: kex_parse_kexinit:
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debug?: kex_parse_kexinit: first_kex_follows 0
debug?: kex_parse_kexinit: reserved 0
debug?2: mac_setup: found hmac—shal

debugl: kex: server—>client aes128-ctr hmac-shal none  #fEifH+ 2B FRE X v —U%EEa— R

debug?2: mac_setup: found hmac—shal

debugl: kex: client—>server aes128-ctr hmac-shal none  #FEfATAEE e XA o —ViEa— R

debug1: SSH2_MSG_KEX_DH_GEX_REQUEST (1024<2048<8192) sent

debugl: expecting SSH2_MSG_KEX_DH_GEX_GROUP

debug2: dh_gen_key: priv key bits set: 158/320

debug2: bits set: 998/2048

debugl: SSH2_MSG_KEX_DH_GEX_INIT sent

debugl: expecting SSH2_MSG_KEX_DH_GEX_REPLY

debug?2: no key of type 0 for host localhost

debug2: no key of type 2 for host localhost

The authenticity of host ' localhost (127.0.0.1)" can’t be established
RSA key fingerprint is 7b:90:8c:ab5:a6:97:5c:ae:17:ec:16:f4:da:52:2f:a3.
Are you sure you want to continue connecting (yes/no)? no

Host key verification failed.

[root@sshsrv ~]#
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43 BREHE

INBHEEERGTE (2 — PR 7 A L+ /%A 7 L—X) Z = SSH H— b 20tz 7= - Tix. FIRAE
WCIROFHEMESE TS Z I,

431 a—YRERT 7 A R RT =035 2 L [HEE]

INBREESRGRIC LB R A AT A RIS, NATZ L —XIZATIRRO ENET, BT, RNRAT L —XERE
LCL7EEW, 7, 22— VREH 7 7> A NI A T L —XEDTF A28 122 T, FERlcbEE L TL
V<L AN
0 VBRI ANLEARAZTL—XT. EH 5 HMAIZTE L TIIWIT 220,

0 NRATL—XEFRE_KELHEHEZL, MANITHER SN2 WK S LTz b2,
0 —VRERHET 7 ANEETA—INVETEDOEFEESLTUIWNIT R0,

Host: sshcc

BRI HELREERTS
[hanako@sshcc .ssh]$ /usr/bin/ssh-keygen -C "hanakosrv with passphrase” I
enerating public/private rsa key pair.
Enter file in which to save the key (/home/hanakogw/.ssh/id rsa): id_rsa_srv
Enter passphrase (empty for no passphrase): </SRXT7L—X> & <—iph§FNRRIL—XEFH/ELTLESL,
Enter same passphrase again: 4
Your identification has been saved in id_rsa_srv
Your public key has been saved in id_rsa_srv.pub
The key fingerprint is:
cf:82:94:60:93:67:7¢:75:18:61:e3:be:78:06:9a:6f hanakosrv with passphrase
The key’ s randomart image is:
+—[ RSA 2048]——+
K+
o +.0

| |
| |
| |
| . |
| 0S. |
| |
| |
| |
| |

[hanako@sshcc .ssh]$ Is -l id_rsa* &
—rw—————- . 1 hanako users 1743 Aug 2 14:14 id_rsa_srv
-rw-r—r—. 1 hanako users 404 Aug 2 14:14 id_rsa_srv. pub

B1—YBEBEREIZAILDIRIL—XEEETS

[hanako@sshcc .ssh]$ /usr/bin/ssh-keygen -p -f id_rsa_srv &

Enter old passphrase: 4

Key has comment 'id_rsa_srv’

Enter new passphrase (empty for no passphrase) : </SX T L—X> d <—hFNRIL—XEFBELTLESN,
Enter same passphrase again: 4

Your identification has been saved with the new passphrase
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4.3.2. SSH U — R EIZa—WREH7 7 A Va2 ENR [HESE]

SSH —t R IHEREZOHFITIEL, SSH Y — R B2 —FMEHR T 7 4 L EKH L TBWzmHl
BID SSH H— RADRIET 7 & AL, —WRERET 7 A4 L (B2, 27 L— XD3E Eéhfw&w;_
PREBEHET 7 A V) DEAISNTCLE LW IFERLWMEINTWET,

L EEPE D SSH H— N AN B2 A 121E, ProxyCommand, ssh-agent DG &2 it L T 72 &0
(b : fIEkEsRoZ L),
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CSIRT

P

|- - - .- .- .- .- .- .- ITICTITITITITITZIZoT

i [2F A VIEA—FRREI7MIL. A—TFRBEBERIF7AIL]

! SSH % —t 2 DABERIETIE, = — AR ~” 7 1/ (id_rsa.pub) .

I RERALET,

o —PRERET 7 A LTI, PRIVATE KEY &9 SCF5178

a—WREEE~ 7 A L (id_rsa)
FHINTVWET DT, ~"RT

i L= XA TCPRE L, LT, AL TEWT R A,

N 01— NBRITIL

i ® F74N DT 7 A N4 id_rsa.pub
i ® SSH ¥—AREDa—H¥DER—LFT 4L 7 LY

i \Z& % .sshlauthorized_keys 7 7 A /WX k9
i LT —4
ﬁ ® FEA—JNVETEMLTHREERL

A—YHERITAIL

& T TUFNLIDT 7 ANLILid rsa

® SSHZ 747 MURFFL, NAT7 L—X TR
ETDH, LT, MAIZEL TIIWIT RV,

® B A—NFETEDOEEEMLTUINT R,

| [hanako@sshcc .ssh]$ cat id_rsa.pub «

I ssh-rsa

i AAAAB3NZaC1yc2EAAAABIwAAAQEASok zzBWUURVASS7Vx9Ydt61D ikihxBszulAe
" egQGo0i n95zpWe ImQUSpAGE3EARY TxLarE i tUQEcVQERIP7vU/PBoYmd6y | 1Gesq
" oTORVMHCrySx8BKS [F7R3kzUDr [Hr5U i vW6Xc0JX jWRowd | cUnocalaDhtEWwvxp
i sQYr 2H9dSvvrRF6XU6/q6t0x6xDr NOK-+FFOkJLQ i WWo i 3YdkwLEz0,/8tD2JQUOrQ
i efCLTBMJIXTsM7rU2xQzSybIps8arVSRDZgWht2 I MCW3SNLUwzo1fXQ0gBTLr 5TS
i 3 jkaXa4 f iMaOmeAF+oz XNwWOZ Xfu66uP8pEeUsU+hyHbUgFNdQ== hanako with
passphrase

[hanako@sshcc .ssh]$ catid_rsa «

———-BEGIN RSA PRIVATE KEY————
Proc-Type: 4, ENCRYPTED
DEK-Info: DES-EDE3-CBC, 8625F C7TADDA5827A

2ax/KAXMF+HU+txz2S7 jK7hByEzPeA1ybWda5QYb4UDOBPdAJ 7ot 7ynWxG6G1 UOT
GREFERAF2 ] kL i 4 E j kB 1 | cRETPILEFSO F o (3P [T Dol E0ows JH £ T e il
(e S 1) 1o ey i D LS s ' ) B DO £ Y
T o TG Sz o b | E e W Bt | NG WM RG] i §FELALH
{uf wlpr Wy vt joonTadn ¥ TOH G xS F £ anPT 10T O HH W ch w0 [ 2 TR Do e
1 o FLEE N wDPR TOE QDY | F08PH ELR B BTl B iR | 1Y 1 EHOG 2.kl 73]
8T j Sgitarel gt Ed Bsbyap o b0l e Ca 1 FET 1+ VU0 E E 1 c-tierfila B THPRE
& Wt WHT 0 TWF i e bl v L T VR 22 Tl sy ol TR oHIG F d e BR
ODETateili JF For i cEURCh ke 1 E kb SFH 4 D01 YRR 2B T | T Dt R 1 9L el
6g271/LMJ/USaZ6i sXEvDwZMvhA8sPKd6wKJUW20A+1 g | AS+49V 1 pw==
————END RSA PRIVATE KEY-———

b Em, SR T L—ROBEIN TV AW — RSB T 7 A ISR B 0 0T, fliE]

L nTLEVET,

il /SRIL—XMBESNTLVEL

il 1I—YRERIFIIL

® [EEALICHERFEHRIFLEM S ATV,
N e AN MI B D \WE MIBU THAE - T 5,

IRRTL—XMEBEShTIND
A—HWHERIFAIL
o W EALICHERERNFEH I TN D,

RAZTS

| [hanako@sshxx .ssh]$ cat id_rsa

" -———-BEGIN RSA PRIVATE KEY——

it MITEoQIBAAKCAQEAYXqu5sE99Si SOXLs juYBW jo+wFmPhdgyOArt+KV4NcVzqR jO
i {FFFE | EMERCTC 2 af [0 Toh r 4 LS gk Db EER i Tich WF i SF TOCD w'TH
i okt 1 oFwiCUR ikaish dEDhbhugfl Y BF bl z el | P E b .
" TURASTH wl DL 3 L2 bLwEEES L BB il kLo o
I {PAFFE ] EHCACAC M af DL Tathr ot Iv T EEEDui Tch WP F DD v TH
" FowkSes g vG0H | iwiishil B F ol 12 78 W | Tl Bt [l J 5
I TURAS 7wl DL rh? L wEEE o b Lo S i kb ok
Ul WERS el PEr bEwsl 3 TT el ENEHAMF o o I LW F B Trllgn | bl 2y DT Fawe
o T3 | FRELC e r p DN g b o B OL S ke e -2 3A w10 0 Tz | 1 EAEEIN  KA 0 TF
oo PRk G dtm b (ot PG+ ColCHAOHTY Btz oo bart ) | vare™ B Xt IE
i B P T Bl Do WL WP T 000 o Uz s AR v | e | WHF ks T3 iR
i EApEni®S B P 9 ey 51 4§ e ) el 2 E e i B o 28 [ DSl B3
it POyCJ2cgfsx/M5djLICh7FDeulLhBm4TraBBt j j8c4HjRSFmpag==

it -———END RSA PRIVATE KEY-———

[hanako@sshcc .ssh]$ cat id_rsa <

————BEGIN RSA PRIVATE KEY——
Proc-Type: 4, ENCRYPTED
DEK-Info: DES-EDE3-CBC, 8625F C7TADDA5827A

zax/KAXMF+HU+txz2S7 jK7hByEzPeA1ybWdg5QYb4UDOBPdAJ 7ot 7ynWixCEG1UOT
GUERERAFD] kb0 L i AE jRkGT L | BRELLEIF I (T3 [ T Dl Bfdoe & T 0ot wal:
¢ 6ok d G mwd] 515 | kha g i o ] B0 £ TS
3l HT G Y o b | T ol R i i BN

duF wlpr g vt jonTdr i TOH G o I'I'I'l.llhl-ill-l-'.'b-cﬁll:ll.l:l:-aﬂpi
Bl R P P TolE R | RO kbl |17 1RHOG T bl "3)
SpT ) Sgfanl gk ElEaban cbIGollkx R Lﬁ'l:l:HlEE:H-:-Ih'l-uE:.ll'rh.l-"l
& W W 0 TWF Tl s blrdelocec v LWE D LA 22 Do Nl TR G Fj o B

DODET et edad F T i Bt b § kb SF 4 000 Y2 5 2 o7 1 et R 1 7l et
6g271/LMJ/USaZ6i sXEvDwZMvhA8sPKd6wKJUW20A+1 g | AS+49V 1 pw==
————END RSA PRIVATE KEY-——-
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5

T8 A FIRAREANHA K

2 —YRESE T 7 A N E LRI D 212, 2 2T REN R 3 SOFHFREIZ DWW TR LE T,

WTHOEE L, 2—E#E T 7 A Vi, 7747 b PCITIRFEL £,

® FIHFIEA
SSH 7 547>k PC (sshxx) /"6, a2/ A AA L (sshgw) Z#&H LT, #kideA 2 b (sshsrv)

a7 A4 95,

e FIHAGIEB
SSH 7 747> k PC (sshxx) B, v A4 AR A L (sshgw) ZfEH LT, Bk A L (sshsrv)

W7 7 A NV E kT B,
FIH L C

SSH 7 47>k PC (sshxx) 76, a2 A &AL (sshgw) Z#EH LT, #kideA A b (sshsrv)
a7 A v Lt B A b (sshsrv) 67— %3 —/3 (sshdb) (27 7 A W E#5%5T 5,

4 N

. (id_rsa_db)

FIAAEA:SSHOY 1  (sshxx = sshsrv)

I 192.168.1.200

I ID=hanakodb
I hdb DFEdb

FIEEA I (id_rsa_gw.pub) I
sshxx FIE7SEB ID=hanakogw
1o52=2k | i _, ID=hanakosrv I
198.51.100.3/24 203.0.113.5/24 192.168.1.10 [ sshsrv
HERsw I sshd I
. !id_rsa _gw) I 192.168.1.0/24 -~ I
. h
HE @ srv > ccé L
(id_rsa_srv) FIE7EC 192.168.1.100
% I 192.168.1.1 g T I
WEREdb (id_rsa_srv.pub) I

FIR7i%B: SCP77 1 )VERX (sshxx = sshsrv)
FIRA 7 EC: SCP7 71 VEE:X (sshsrv = sshdb)

(id_rsa_db.pub)

\

N 4

2 : R RER]
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51 93472 hEY—/\DEREH
W4 EOREZ T, FIAEREN (K 2) Ox v U — 7 fpkiCE1T 5 SSH 7 7 A 7> bk (sshee, sshxx)
& SSH #—% (sshgw, sshsrv, sshdb) OFFEHI% <L £,

511. SSHZ 747 FDHRE
(1) ssh ®FEET 74 /L (letc/ssh/ssh_config)

* 3: 7747 b PC (sshcc, sshxx)

File: /etc/ssh/ssh_config
# $NCA: ssh_config, v1.0 2014/12/27 sshce, sshxx $§

HashKnownHosts yes #4.2.5 [HELE]
#4.28 [F7v 3 ]
Ciphers aes128-ctr, aes192-ctr, aes256—ctr, arcfour256, arcfour128, arcfour
MACs
hmac-shal, umac-64@openssh. com, hmac—sha2-256, hmac-sha2-512, hmac—r i pemd160, hmac—r i pemd160@openssh. com

Host *
GSSAPIAuthentication yes
ForwardX11Trusted yes
SendEnv LANG LC_CTYPE LC_NUMERIG LC_TIME LGC_COLLATE LC_MONETARY LGC_MESSAGES
SendEnv LC_PAPER LC_NAME LG_ADDRESS LGC_TELEPHONE LGC_MEASUREMENT
SendEnv LC_IDENTIFICATION LC_ALL LANGUAGE
SendEnv XMODIFIERS
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5.1.2. SSH #— D& E
(1) iptables ®E%E~ 7 A1 /v (letc/sysconfig/iptables)

#4: 074 KAL (sshgw)

File: /etc/sysconfig/iptables \

# $NCA: iptables, v1.0 2014/12/27 sshgw $§

—-A INPUT -m state ——state ESTABLISHED, RELATED —j ACGEPT

—-A INPUT -m state ——state NEW -m tcp —p tep -s 198.51.100.0/24 ——dport 22 —j ACCEPT
—-A INPUT —j REJECT —reject—with icmp—-host-prohibited

—A OUTPUT —p tcp —d 192.168.1.100 —dport 22 —j ACCEPT

—-A OUTPUT -j DROP

# AN R #4.1.2 [#E5E]

# 77472 KPC (sshxx) ®x v hU—2 (198.51.100.0/24) 75D 22/tcp 77 & A : FF A
#  EFELAL S

#TURNTUR #4.1.4 [T a ]

#  PEEEAR A B (192.168.1.100) ~ 22/tcp 7 7 & A 1 #FA]

#  ERLUL S

Fz 5 BEFSEAR A N (sshsrv)

File: /etc/sysconfig/iptables \

# $NCA: iptables, v1.0 2014/12/27 sshsrv §

—-A INPUT -m state ——state ESTABLISHED, RELATED —j ACCEPT

—-A INPUT -m state ——state NEW -m tcp —p tep -s 192.168.1.0/24 —dport 22 —j AGCCEPT
-A INPUT -j REJECT —reject-with icmp—host-prohibited

—-A OUTPUT —p tcp —d 192.168.1.200 —dport 22 —j ACCEPT

—-A OUTPUT -j DROP

#AVNTUR #4.1.2 [HE5E]

# [Al—*v hU—7 (192/168.1.0/24) 5D 22/tcp 7 7 & A : #F Al
#  LFEPUL A

# 77 MUK #4.1.4 [F7>a ]

# T —X¥—s3 (192.168.1.200) ~D 22/tcp 7 7 & A : FFA]

# LR ES
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#£ 6: 7 —%Y%—,\ (sshdb)

File: /etc/sysconfig/iptables |

# $NCA: iptables, v1.0 2014/12/27 sshdb $

—-A INPUT -m state —state ESTABLISHED, RELATED —j ACCEPT

—-A INPUT -m state ——state NEW -m tcp —p tep -s 192.168.1.0/24 ——dport 22 —j ACCEPT
—-A INPUT —-j REJECT —reject-with icmp—host—prohibited

—-A OUTPUT -j DROP

# A NRTUR #4.1.2 [H#E5E]

# [A—>> hU—2 (192/168.1.0/24) 5D 22/tcp 7 7 & A : #F Al
#  BRCDUL - R

#TURNATUR #4.1.4 (A7 2]

#  TRTHESR

(2) ssh DFET 7 A /v (letc/sshissh_config)

#7074 KA N (sshgw), #EsEA 2 - (sshsrv)

File: /etc/ssh/ssh_config |

# $NCA: ssh_config, v1.0 2014/12/27 sshgw $

HashKnownHosts yes #4.2.5 [HELE]
#4.28 [ 7y 3]
Ciphers aes128-ctr, aes192-ctr, aes256—ctr, arcfour256, arcfour128, arcfour
MACs
hmac-shal, umac-64@openssh. com, hmac—sha2-256, hmac-sha2-512, hmac—r i pemd160, hmac—r i pemd160@openssh. com

Host *
GSSAPIAuthentication yes
ForwardX11Trusted yes
SendEnv LANG LC_CTYPE LG_NUMERIG LC_TIME LGC_COLLATE LC_MONETARY LG_MESSAGES
SendEnv LC_PAPER LC_NAME LGC_ADDRESS LC_TELEPHONE LGC_MEASUREMENT
SendEnv LC_IDENTIFICATION LC_ALL LANGUAGE
SendEnv XMODIFIERS

(3) sshd D% E~” 7 1 /v (letc/sshisshd_config)

F 8: A iRA N (sshgw), A A L (sshsrv), 7 —% ¥ —3 (sshdb)

File: /etc/ssh/sshd_config |

# $NCA: sshd_config, v1.0 2014/12/27 sshgw, sshsrv, sshdb $§

#Port 22 #- - -aAX T UL GEHICHERDHD Z &) TR
Port 22222 #4.2.4 [HE4E] - - - Port 22222 87

#AddressFamily any #He s s aRART U BT

AddressFamily inet #4.27 (47> 2]+ - - AddressFamily inet i 7t
#listenAddress :: #4277 (7> 3 ]
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Protocol 2 #4.2.1 [#ELE]
#PermitRootLogin yes #e 2 s aRAXANT U NEER
PermitRootLogin no #4.26 [+~ 2]+ - + PermitRootLogin no iB 70 % #E 5%

#4.26 [A 7 2]
Al lowUsers hanakogw hanakosrv hanakodb

#RSAAuthentication yes #e 0 IRANT U NEHER

RSAAuthentication no #4.2.2 [#:3E] - - - RSAAuthentication no J&50
PubkeyAuthentication yes #4.2.2 [HELE]

RhostsRSAAuthentication no #4.2.2 [#32E] - - - RhostsRSAAuthentication no JIERE
HostbasedAuthentication no #4.2.2 [#£1E] - - - HostbasedAuthentication no JE3C
#PasswordAuthentication yes #r - - AR BNT U NEHER
PasswordAuthentication no #4.2.2 [HELE] - - - PasswordAuthentication no 1EzC
PermitEmptyPasswords no #4.2.2 [#ELE] - - - PermitEmptyPasswords no jEt

#ChallengeResponseAuthenticationyes # -+ « « = A 7T 7 N &R
Chal lengeResponseAuthentication no  #4.2.2 [#%%] - - - ChallengeResponseAuthentication no it

GSSAPIAuthentication yes
GSSAPICleanupCredentials yes
UsePAM yes

AcceptEnv LANG LC_CTYPE LC_NUMERIC LC_TIME LGC_COLLATE LC_MONETARY LC_MESSAGES
AcceptEnv LG_PAPER LC_NAME LC_ADDRESS LC_TELEPHONE LC_MEASUREMENT

AcceptEnv LC_IDENTIFICATION LC_ALL LANGUAGE

AcceptEnv XMODIFIERS

#AllowTcpForwarding yes #eow AT U N EHER
Al lowTcpForwarding no #4.2.3 [#E25E] - - - AllowTcpForwarding no i&3t
X11Forwarding no #4.2.3 [#E2E] - - - X11Forwarding no ;EC
#X11Forwarding yes #eow AT U N ERER
MaxStartups 10:30:100 #4.1.3 [#£2E] - - - MaxStartups 10:30:100 &7
Subsystem sftp /usr/| ibexec/openssh/sftp-server

#428 [+~ 2]+ - - Ciphers. MACs BT
Ciphers aes128-ctr, aes192—ctr, aes256—ctr, arcfour256, arcfour128, arcfour
MACs

hmac-shal, umac-64@openssh. com, hmac—sha2-256, hmac-sha2-512, hmac—r i pemd160, hmac—r i pemd160@openssh. com
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52 FAHGEA

SSH 7 A 7> h PC (sshxx) 726, 127 A R A K (sshgw) Z#&H LT, ##ided 2 & (sshsrv) (1
0 s AT 5FETT, (FIHGEA OFETe A KR A R (sshgw) ZRRESE D L. ABHESRIEDOSE
a. m7 A ARAR (sshgw) EliZa—HREH 7 7 (L (id_rsa_srv) ZM LTI EHAL, 20O
RPUL, = —FREFE T 7 4L (d_rsa_srv) %, IAICEL TWDHZ EITEWEEZAET, £/, vl A
VARA R (sshgw) ICRIET 7 B AL ARENBE LSS, 22—V MER Y 7 A V2GRS TLED
AREERH Y F7,

ZIZTIE, v A v DFEE LT, ProxyCommand & ssh-agent Z1# - 7= R R AN L £,

5.2.1. ProxyCommand

z< > K (lusribin/ssh) ®A 7+ 2 > ProxyCommand Z#Ff L C., #ftiei A O — g~ 7 A
)b (id_rsa_srv) % SSH 27 A 7 k PC (sshxx) EICEREEL7ZFFE, v/ A A K (sshgw) Z#REH L
T, Bl A b (sshsrv) (2va 7' A 925 HIEIZOWTHBHLET,

W ETR M
a7 A kAL (sshgw) (Znc (netcat) 2514 A h—LENTWVWAHZ &,

WE/E
SSH 7 747 bk PC (sshxx) TO#EAEIX. kD#E@EY T,

Host: sshxx

B1—Y hanakogw T1—YBER(d rsa gw)ZEH>T sshgw [cAFTL L=,
1—4 hanakosrv TA—HER (id rsa srv)&ff>T sshsrv 2O L1UT S
[hanako@sshxx ~]$ /usr/bin/ssh -i ~/.ssh/id_rsa_srv -0 ProxyCommand='ssh hanakogw@sshgw -i
~/.ssh/id_rsa_gw nc %h %p' hanakosrv@sshsrv
Enter passphrase for key ' /home/hanako/.ssh/id_rsa_gw' :</SXT7L—X> 4
Enter passphrase for key ' /home/hanako/.ssh/id_rsa_srv' :</SXA T L—X> &
Last login: Sun Aug 3 02:34:44 2014 from sshgw
[hanakosrv@sshsrv ~]$

ssh-o ProxyCommand="'ssh hanakogw@sshgw nc %h %p'
hanakosrv@sshsrv

sshsrv

ssh m—| sshd

(1) (2)
sshxx S e
T

(id_rsa_gw) (id_rsa_srv)

-0 ProxyCommand="ssh hanakogw@sshgw nc %h %p’ | 73, B2 A KRRk (sshgw) ZIRET HA4 7
3T, O 7 A R A L (sshgw) D/XA T L—X4 LIS A T — RANNKD S, WRICHEHE
e A b (sshsrv) O/RAT7 L—X L II/RA T — RATDRRO BN ET,

ZOYE, 2—VRERET 7 (v (id_rsa_srv) ZHW e A b (sshsrv) OABSGEEREIX, =
AR AN (sshgw) EHEEZRDET, ZHICED, 27 A ARA L (sshgw) EiZa—FEg#EE~ 7 A
v (id_rsa_srv) ZfRFFST 22 L7 <, BEEHR A N (sshsrv) [Zr 7 A o TEET,
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WERIEREIC & 2 8fEEm b

n 7 A URAN (sshgw) ZFRET HA TV a v a2 —PED sshakE 7 7 1 /L (~.sshiconfig) THE

THILICLY, BEEEdGETEET,

File: ~/.ssh/config |

Host sshsrv # PEGEAR A N ORE

ProxyCommand ssh hanakogw@sshgw nc %h %p

HostName sshsrv

IdentityFile ~/.ssh/id_rsa_srv # PEGE AR A N D —PREEE T 7 A L
Host sshgw # a2l A URANDHRE

HostName sshgw

IdentityFile  ~/.ssh/id_rsa_gw # oA VRAND—YREET 7 AL
Host: sshxx

B1—4 hanakogw TA—YBER(d rsa gw)ZE@H->T sshgw AT AL,
11— hanakosrv TA—H &R (id rsa srv)Zff>T sshsrv [TAY AT S

[hanako@sshxx ~]$ /usr/bin/ssh hanakosrv@sshsrv ¢

Enter passphrase for key '/home/hanako/. ssh/id_rsa_gw :</SXA I L—X> 4

Enter passphrase for key '/home/hanako/.ssh/id_rsa_srv' :</8SX 7L —X> 4

Last login: Sun Aug 3 02:34:44 2014 from sshgw

[hanakosrv@sshsrv ~]$

(25 A VI A—HORIZICEYRETIERERE]

i ORSIVET,

i ABHERERER K OVSRA T — REERECTu 7 A > L7ZBE, 7 74V R T Lastlogin (f&m 74 HI) 235

1 Host: sshxx

i [hanako@sshxx ~]$ /usr/bin/ssh hanakosrv@sshsrv
! hanakosrv@sshsrv’' s password: </8XJ— K>

i Last login: Sun Aug 3 01:16:53 2014 from sshxx

" [hanakosrv@sshsrv ~]$

:: HDHHZER, FIHENS TRRZDZ20wWa A R’NH5] EWVWHEEENRAY, RIET 72 RAHEZNRBAEL |
W ZERHLNIRDZERH ET, [RRZDORVa A VBHD ] BAO WY ADO—23, Last
il login OFEEB T, Last login DFRRFOML & FEFETLEMBT 27T TH, AET 7 L A HEREORMFERIZD i
i 7230 £F, Lastlogin DIEES =~ (ustbinflast) & HHET, FIFHOES A

i IO THTLSIZE N,

Last login O

:: Host: sshxx

H [hanakosrv@sshsrv ~|$ /usr/bin/last <

i hanakosrv  pts/0 sshxx Sun Aug 3 11:39 still logged in
i hanakosrv  pts/0 sshxx Sun Aug 3 02:42 - 02:45 (00:02)
:: hanakosrv  pts/0 sshxx Sun Aug 3 02:26 - 02:26 (00:00)
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5.2.2. ssh-agent

SSH=—Y x> FAFIF LT, #deh 2 hoo— R~ > A /L (id_rsa_srv) % SSH 2 547> k
PC (sshxx) EIZRFEFLI-FFE., n /A kR AL (sshgw) ZfH LT, #EfedeA A b (sshsrv) (2 7' A
YIBLFECONWTHBLET, SSH =—Y = ME, SSH 7 747 b ECa—WEH L A7 1L —
R NS LI, 2—FRERICET LIRS E, 22— oRDbVINET AR T, XAT7L—XDA
TIORIe EH KD Z LN TEET,

BSSH=—Y =V bOiEE)
a2 — VR (id_rsa_gw) (id rsa_srv) /XA 7L —X% SSHT—Y = MIFEIT T,

Host: sshxx

BSSH I—Yx b EEET 5
[hanako@sshxx ~]$ eval “/usr/bin/ssh-agent’ <
Agent pid 32033

BSSH T—Y U MMzaA—Y &R (id rsa gw) (id rsa srv)%EI+3
[hanako@sshxx ~]$ /usr/bin/ssh-add ~/.ssh/id_rsa_gw <

Enter passphrase for /home/hanako/.ssh/id_rsa_gw:</SXT7L—X> &
Identity added: /home/hanako/.ssh/id_rsa_gw (/home/hanako/. ssh/id_rsa_gw)

[hanako@sshxx ~]$ /usr/bin/ssh-add ~/.ssh/id_rsa_srv
Enter passphrase for /home/hanako/.ssh/id_rsa_srv:</SX 7L —X> 4
Identity added: /home/hanako/.ssh/id_rsa_srv (/home/hanako/.ssh/id_rsa_srv)

BSSH I—VxVMRRLTWS1—Y B REHERT S

[hanako@sshxx ~]$ /usr/bin/ssh-add -I <

2048 9b:c7:f4:1f:9a:bf:2¢c:f3:f7:f5:c4:84:c4:fe:a0:9d id_rsa_gw (RSA)
2048 €3:45:F6:14:bb:8f:0c:cb:bd:51:34:91:bb:1e:77:d8 id_rsa_srv (RSA)
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WEE
SSH 7 74 7> b PC (sshxx) TOEAEIX, RO#EY T,

Host: sshxx

BRI T - b IOAT—FEIEELT.
a—4 hanakogw QA—Y B (d rsa gw)EF->T sshgw ISATLUTS
RIZ, A—4 hanakosrv DA—YFERE (id rsa srv)ZEF->Tsshsrv RS LT3
[hanako@sshxx ~]$ /usr/bin/ssh -A hanakogw @sshgw <
Last login: Sun Aug 3 14:05:31 2014 from sshxx
[hanakogw@sshgw ~]$ /usr/bin/ssh hanakosrv@sshsrv
Last login: Sun Aug 3 14:06:31 2014 from sshgw
[hanakosrv@sshsrv ~]$

H DN,
[hanako@sshxx ~]$ /usr/bin/ssh -A -t hanakogw@sshgw ssh hanakosrv@sshsrv

Last login: Sun Dec 28 19:57:36 2014 from sshgw
[hanakosrv@sshsrv ~|$

hanakogw@sshgw ssh hanakosrv@sshsrv

sshsrv

HWEEew
| sshd

-A -t
i | } (id_rsa _gw)
sshxx

———————————

B lsrv

(id_rsa_srv)

BSSHZ— =V FOKT
SSH=—VxzV FEHWHZ E T, NATL—ADANEEL ZENTX L7 EOBFRMEMENM ELET,
FDO—F, NAT L —XTHML LI —iEgE A £ ) ECREFT 5720, SSHZ 747 Fotkx
2 VT (RN EEL 2D £, —HOBMEN KD S-S T, SSHZ—V = FAMER LTS 2—H
B AIEL, SSHZ—V 2 AR TLELL S,

Host: sshxx

BSSH I—Vz b MRET 51— REREHESD
[hanako@sshxx ~]$ /usr/bin/ssh-add -D <

Al'l identities removed.

[hanako@sshxx ~]$ /usr/bin/ssh-add -I <

The agent has no identities.

BMSSHI—Cx VM E#TE3
[hanako@sshxx ~]$ eval 'ssh-agent -k &
Agent pid 32146 kil led
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53 FAAEB
SSH 7 A 7> h PC (sshxx) 726, 127 A R A K (sshgw) Z#&H LT, ##ided 2 & (sshsrv) (1

78 =

77 A NEERET S 5ETT, 22 Tld. ProxyCommand & ssh-agent & i o 7-FIHEREE BN L ET,

5.3.1. ProxyCommand

a2~ K (lusribin/ssh) A7 2 > ProxyCommand ZFIfH L C. #fieAR A SO — B~ 7 A
)b (id_rsa_srv) # SSH 7 747 v k PC (sshxx) EIZfRFFL7ZFEE, v A AR AN (sshgw) ZHEH L
T, 77 ANVERET D HECOWTHIALET,

WA
274 ARAR (sshgw) (Znc (netcat) 234 > A R—LENTWNWDH I L,

W#{E
SSH 7 747> K PC (sshxx) TO#AEIX, RD@EY TI,

Host: sshxx

B1—YBEFEE(d rsa gw) (id rsa srv)E{E>T, F7AIL test.ixt ZERi% (sshxx=>sshsrv)F3
[hanako@sshxx ~]$ /usr/bin/scp -i ~/.ssh/id_rsa srv -0 ProxyCommand='ssh hanakogw@sshgw -i
~/.ssh/id_rsa_gw nc %h %p' test.txt hanakosrv@sshsrv:/tmp <

Enter passphrase for key '/home/hanako/.ssh/id_rsa_gw :</SX 7 L—X> 4

Enter passphrase for key '/home/hanako/.ssh/id_rsa_srv' :</8SX 7L —X> 4

test. txt 100% 0 0.0KB/s  00:00

scp -0 ProxyCommand=‘ssh hanakogw@sshgw nc %h %p’
test.txt hanakosrv@sshsrv:/tmp

— test.txt sshsrv
ssh ssmLL%é [ sshd
sshxx (1) v X (2) —
HERzw i[/ BB srv i

(id_rsa_gw) (id_rsa_srv)

H1—YWBR(id rsa gw)(id rsa srv)Z&{E->T, 7SI test.txt ZBxzE (sshsrv=>sshxx)§ %

[hanako@sshxx ~]$ /usr/bin/scp -i ~/.ssh/id_rsa srv -0 ProxyCommand='ssh hanakogw@sshgw -i
~/.ssh/id_rsa_gw nc %h %p' hanakosrv@sshsrv:/tmp/test.txt test2.txt <
test. txt 100% O 0.0KB/s  00:00

07 AR AL (sshgw) ZHRETHA T v a v 2a—Vmo sshiRE 7 7 A /L (~l.sshiconfig) TRE
L7235, BEEAdGE & 9, REHFIEIE, 5.2 i : FIH L AProxyCommand # &M L CT< 72
YN

Host: sshxx

B27A )L test.txt ZERE (sshxx=>sshsrv) 45

[hanako@sshxx ~]$ /usr/bin/scp test.txt hanakosrv@sshsrv:/tmp <

Enter passphrase for key '/home/hanako/.ssh/id_rsa_gw :</SX 27 L—X> 4
Enter passphrase for key '/home/hanako/.ssh/id_rsa_srv' :</8XJL—X> 4
test. txt 100% 0 0.0KB/s  00:00
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5.3.2. ssh-agent

SSHx=—Y = MEFIH LT, #FER A hOa—FEH T 7 (v (id_rsa_srv) & SSH 27 747 |k
PC (sshxx) LIZfRFEL7ZFEE, v A A A L (sshgw) ##EH LT, #FLAA N (sshsrv) (27 74
IV EHRIET D FIEIC OV TH L £,

BSSH =—V = FDiLE)
a— YRS (id_rsa_gw) (id_rsa_srv) /3R 7 L—X% SSH = — Y = MNIFAIT E T,
BEREIX, 5.2.2 8 : FIH 1 Assh-agent 25 L T 72 &0,

WEE
SSH 7 747 bk PC (sshxx) TOEAMEIX, kDY T,

Host: sshxx

BTV b+ —FEEELT,

A—HFR (d rsa gw) (id rsa srv)FF-T, F7A)L test.txt FEriE (sshxx=>sshsrv)F3%
[hanako@sshxx ~]$ /bin/tar zcf - test.txt | ssh -A hanakogw@sshgw ssh hanakosrv@sshsrv tar xzfp - -C
ftmp &

[hanako@sshxx ~|$

tar zcf - test.txt | ssh -A hanakogw@hanakogw
ssh hanakosrv@sshsrvtar xzfp - -C /tmp

ek HWEEsrv sshsrv
SS (id_ rsa_gW) sshd (id_rsa srv) | sshd
(2)

sshxx i =
Ban,
- %
------------ Cng

test.txt

B1—5ER((d rsa gw)(id rsa srv)ZEFo>T, I7AIL test.txt ZERiX (sshsrv=>sshxx) T3
[hanako@sshxx ~]$ ssh -A hanakogw@sshgw ssh hanakosrv@sshsrv tar zcf - test.txt -C /tmp | /bin/tar
xzfp - <

[hanako@sshxx ~]$

BSSHx—V =V FOKT
—HOBENE DS TERER T, SSH =— Y x » FBMRFFL TV D 2 — PR HEZMHIE L, SSH —=—
= hEKTLEL XD, BESFEX, 5.2.2 8 : ML Assh-agent #2 B LT 72 &0,
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54 FAAGEC

SSH 7 A 7> h PC (sshxx) 726, 127 A R A K (sshgw) Z#&H LT, ##ided 2 & (sshsrv) 1
a7 A v LTtk BEkiER A b (sshsrv) 2257 — 2% —23 (sshdb) 127 7 A LV EHRET D HIETT, 22
Tl. ProxyCommand & ssh-agent Z{#i > 7-F R 2 /BN L £ 7,

5.4.1. ProxyCommand

o< K (lusr/bin/ssh) ®4 73 2 > ProxyCommand & SSH =—Y = hEEFIF LT, T—F P —
DOa—WREHE~ 7 4 (id_rsa_db) %2 SSH 27 74 7 k PC (sshxx) EIZfRFFLIZEE, v/ A kh R
L (sshgw) Z#H LT, #edeA A b (sshsrv) 7 —2 3 —s3 (sshdb) 127 7 A NV EERET 5 LIS
DOWTEHALE,

W ETR M
a7 A kAL (sshgw) (Znc (netcat) 2314 A h—/LENTWVWAHZ &,

WEE
SSH 7 547> K PC (sshxx) TO#EAEIL, RO@EY TI,

Host: sshxx

ESSH I—Yx 4T3
[hanako@sshxx ~]$ eval /usr/bin/ssh-agent™ <
Agent pid 8499

BSSH T—YxVMMoa—HRER(d rsa db)%FE1T3

[hanako@sshxx ~]$ /usr/bin/ssh-add ~/.ssh/id_rsa_db «

Enter passphrase for /home/hanako/.ssh/id_rsa_db:</SXTJL—X> 4
Identity added: /home/hanako/.ssh/id _rsa_db (/home/hanako/.ssh/id_rsa_db)

B1—% hanakogw TA1—HiEBR(d rsa gw)Z{F->T sshgw [TAFT AL,
a2—4 hanakosrv Ta1—HEBR(id rsa srv)%Ef>Tsshsrv [2ASFAIUT S
[hanako@sshxx ~]$ /usr/bin/ssh -A -i ~/.sshfid_rsa srv -0 ProxyCommand='ssh hanakogw@sshgw -i
~/.sshf/id_rsa_gw nc %h %p' hanakosrv@sshsrv
Enter passphrase for key ' /home/hanako/.ssh/id rsa_gw :</SX 27 L—X> 4
Enter passphrase for key ' /home/hanako/.ssh/id_rsa_srv’' :</SR T L—X> 4
Last login: Sun Dec 28 19:57:36 2014 from sshgw
[hanakosrv@sshsrv ~]$
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BMI7A1)L test.txt #E5% (sshsrv=>sshdb) ¥ %
[hanakosrv@sshsrv ~]$ scp test.txt hanakodb@sshdb:/tmp <
test. txt 100% 0 0.0KB/s  00:00

scp test.txt hanakodb@sshdb:/tmp/

HWEEw W@ Esrv sshdrv

ssh (id_rsa_gw) | !‘ (id_rsa_srv) | sshd

sshxx tl/uu
kR db

test.txt

B277A4)L test.txt ZE5E (sshdb=>sshsrv) %
[hanakosrv@sshsrv ~]$ scp hanakodb@sshdb:/tmp/test.txt test2.txt <
test. txt 100% 0 0.0KB/s 00:00

BMsshsrv, sshgw B 79bRLI=#. SSH T—Vx a8 TS
[hanako@sshxx ~]$ eval 'ssh-agent -k™
Agent pid 8499 killed
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5.4.2. ssh-agent

SSH-—Y =z hEFIHLT, 7—2 =D —HEgE~ 7 AL (id_rsa_db) % SSH 27 7147 K
PC (sshxx) ERIZRFEFLI-FFE., vr A AR A (sshgw) Z#EH LT, #EfedeA A b (sshsrv) (27 7 A
W EERET 2 HIEIC OV TR L £,

WE/E
SSH 7 74 7+ bk PC (sshxx) TO#EEIZ. kD#E@Y T,

Host: sshxx

BSSH I—U 48T 5
[hanako@sshxx ~]$ eval “/usr/bin/ssh-agent” <
Agent pid 8500

BSSH T—Y sV MIaA—YBER(d rsa gw) (id rsa srv) (id rsa db)&HI+%
[hanako@sshxx ~]$ /usr/bin/ssh-add ~/.ssh/id_rsa_gw <

Enter passphrase for /home/hanako/.ssh/id_rsa_gw:</SXT7L—X> 4
Identity added: /home/hanako/.ssh/id_rsa_gw (/home/hanako/. ssh/id_rsa_gw)

[hanako@sshxx ~]$ /usr/bin/ssh-add ~/.ssh/id_rsa_srv <
Enter passphrase for /home/hanako/.ssh/id_rsa_srv:</SX 27 L—X> 4
Identity added: /home/hanako/.ssh/id_rsa_srv (/home/hanako/.ssh/id_rsa_srv)

[hanako@sshxx ~]$ /usr/bin/ssh-add ~/.ssh/id_rsa_db <
Enter passphrase for /home/hanako/.ssh/id_rsa_db:</SX 7L —X> 4
Identity added: /home/hanako/.ssh/id_rsa_db (/home/hanako/.ssh/id_rsa_db)

BRI T—Cx N IAT—FEHEELT.
21— hanakogw QA—YREE (id rsa gw)ZF->Tsshgw [CATATS
RIZ, 2—4 hanakosrv D1—HFER (id rsa srv)ZF->Tsshsrv cATL1UT D
[hanako@sshxx ~]$ /usr/bin/ssh -A hanakogw @sshgw <
Last login: Sun Dec 28 18:10:54 2014 from sshxx
[hanakogw@sshgw ~]$ /usr/bin/ssh -A hanakosrv@sshsrv <
Last login: Sun Dec 28 19:24:04 2014 from sshgw
[hanakosrv@sshsrv ~]$

BH B,

[hanako@sshxx ~]$ /usr/bin/ssh -A -t hanakogw@sshgw ssh -A hanakosrv@sshsrv <
Last login: Sun Dec 28 19:57:36 2014 from sshgw
[hanakosrv@sshsrv ~]$
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BMI7A1)L test.txt #E5% (sshsrv=>sshdb) ¥ %
[hanakosrv@sshsrv ~]$ scp test.txt hanakodb@sshdb:/tmp <
test. txt 100% O 0.0KB/s  00:00

scp test.txt hanakodb@sshdb:/tmp/

N sshdrv
W& few @@ srv
ssh (id_rsa_gw) (id_rsa_srv) sshd
A A
sshxx /’ (1 7 (2) i
y -
O - BE R test.txt
[omogen
e A

WO7A)L test.txt ZEaiX (sshdb=>sshsrv) 9%
[hanakosrv@sshsrv ~]$ scp hanakodb@sshdb:/tmp/test.txt test2.txt <
test. txt 100% 0 0.0KB/s  00:00

Msshsrv, sshgw B 7ZbL{#&, SSH T—Ux bR T35
[hanako@sshxx ~]$ eval ‘ssh-agent -k™ &
Agent pid 8500 killed
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HAIYE2—2EX2) 744 vV F Y b F— 2068 2=

CSIRT Nippon CSIRT Association
byt ey

6 f{I#4B SSHREEaT>VFK
ARETIH, 72 SSHBE# o~ REHMLET,

® [ssh]

ssh a2~ R, VE—h~i iAo L=, VE— vy bECa~wy REFEITTHEXIC
fEVNET,

ek Z o X 9 72X rlogin, rsh, telnet & W~z a~ 2 RBMEDRTWELER, ZhAboa~w
/FTi@FWﬁ%H%MtTViﬁb DD, X/FU 7L_mﬂ6@hﬁﬁiﬁ5 mﬁﬁ
HZ ENARETT, ssh Tk, WENEZIEFLTLHZLICLY, BZINTHLEOAREESIC
HEHIIRNE DI Liﬁ“o

155 451

ssh hostl hostl 22 7' A 4%, hostl TOZ—HLITa—hAD=z—
YL EZTDEEMH,

ssh user@hostl hostl Iz —¥ % user & LCr 7 A 95,

ssh -l user hostl FEREUCENZ—YLE | A7 aTHRET D,

ssh -p 22222 user@host1 = RO BT AR — h & 22/tep IAMZ L TV D GAIZIE -p A
T ary TCHR— NEEERET S, LRLIE 22222/tcp D,

ssh -v user@hostl NI T arEOTAHE, UE— b UEEEO sshd & DR
D&V ERRTH,

ssh -l user hostl cmd hostl | C=—44 user & LT cmd #3735,

® [scp]

scp AV Y NIZZODKRA AT 7 AV abt—LET,

scp AV Y ROBIEIZT7 7 A NAEIRET HEE. VE—FERA MUIDOT 7 A VAITIE, KA {2
—%%%Aﬁf?ﬁbif EEEOWE(E21E ssh 2 > TThiL, NAT— %Mﬁf%hiﬂxv K
. ARRBEERE THIVUE 2 — B A E D 72O DN AT L —AD ATTREREINFET,

(EEET

scp filel host:file2 B—HNVRARNDI LV N T 4 L7 FUIZHD filel
ZUE—REAN host OF—2LFT 4 L7 MU EIC
fle2 & LCat—145, file2 ZEM L7=HE. 774
IV filel &7 B,

scp user@host:tmp/filel file2 UFE— F7R A host D= —H% user O —LF 4 LY
FIZHD tmp 74 L7 RUBLTO filel Zm—011
RANDHV T 427 FUIT file2 & LTab—
T2,
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scp user@host:tmp/filel file2 JE— hARZ b host D —F user DR —LF 1 L7
MUIZHD tmp 7 4 L7 RUETO filel v —01
BARDA VDT 4 L7 BUIC file2 & LT=aE—
EIAE

scp -p filel host: T7ANDE A ZWAR L THARFELIZNE & T cp =
<~V RERILL p A7V arafRET D,
scp -p -P 22222 filel user@host:tmp/file2  H— O LT AR — R 22/tcp LA OHEIZIL -P
FFvarTR—- IEGERET D,
® [sftp]
sftp 1, ftp(l)=~ > REF L KFEIC T 7 A WIREZAT ) T DT m 7T LT,

AT OEMEIT ssh THES R BALIEEK 218 U CITRbhEd, £/2. ARG T — & [EHE 72
Essh TSN TV DEEDZ L 2 ZDOF FHHT L LN TEET,

it JH 457
sftp user@host UE—RAAbNhostiZz—H user & LTrI7 AL, ftpa~vy
R EFEBRICa~ > REEETT S,
sftp -0 'Port 22222' host UE— hARA R 22/tcp UAND KR — k&> THDHHAITIE -0

FTF v a TCR= N ERET D,

® [ssh-keygen]
ssh-keygen |& ssh =~ > R CHEHAT 28 OARK, HH, 74—~ NMEBAITVET,

ssh-keygen T SSH 71 ha/l3—2 5 1 Cffi 9 RSA#EL . SSH 7'm h b X—T 5 0 2 Tfff
9 RSA #° DSA $ & LRk T 2 Z L CTEET, AT 280X A 71X -t 73> (trsal-tdsa)
THEELET, 518 LTREILZ- & XITITISSH 72 ha b n—2 3 0 2 FHHO RSA 84 4R L £,

(EEET

ssh-keygen -f .ssh/id_rsa AT A AR U, PR % sshiid_rsa (T, = — Y AR
#t% sshfid_rsa.pub IZfR1FT D, R L8 ZIRFT DB, #t%
R#EST DT DDA T L— R FERT 5,

ssh-keygen -p -f .ssh/id_rsa I—PEBERONNAT LV —XeETTHEEE p AT va vz
BRI 5

ssh-keygen -l -f .ssh/id_rsa A AT a UTHRIE L 2 — PRER RIS T D 2 — P AR O
T4 =TV NI 5,

ssh-keygen -e -f .ssh/id_rsa OpenSSH O~ 7 A /L7 5 RFC4716 I D = — /A Bk 2 H )
T 5,

ssh-keygen -i -f .ssh/id_rsa RFC4716 FE0D = — A~ 7 A /L) 5 OpenSSH E A D . —
PRSI AT 5, putty 7o & THEA AT D 2 — AR EET
RFC4716 Fe U7z » T\ B,
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byt ey

[ssh-agent]
ssh-agent |Z/ABA#EERAE (RSA, DSA) Tl 9 = — VRAEHEZ(RH L £,

Wi, X U4y Rty aronas (ot yya DRl ssh-agent ZEH L, oL THF 1
7'Z K ssh-agent 7’0 77 MM T 57 T4 7 v b & LTCEB) L £3, ssh-agent (ZB 9 D EREEA K &
FE L, ssh-add =2~ RCa—WREH#E%A ssh-agent I[ZBFR L T 2 & T, o~ (il ssh v 7
4 DB ONBREERRAED ssh-agent 218 U T b £,

ikt JH 451
eval ‘ssh-agent’ ssh-agent Z L) L, MERBREZBORELXIT ),
ssh-agent /bin/sh ssh-agent #ELEH L, FDOF 7t AL LTy =/LE 7T 5,
[ssh-add]

ssh-add % ssh-agent |& = — VR A B ERT 5 72 OITHENE T,

17 LCEBEN L725AIZIE. 7 7 A A~lsshlid_rsa. ~/.sshfid_rsa. ~/.sshfidentity |Z& % = — ¥ fit
BRNBERINET, a~v I VB TR 7 ANVEIRETHI L TEET, NATL—ANH
TRGAEIZIE, 22— FIZRRAT L —XDOANEZERLET, "ATL—AANF2—FDF—IF LT
NA AIPDHFHHRAENET,

ikt FH 451
ssh-add -| ssh-agent (28 ST D 2 — PRSI 6 IS T 5 2+ — Y ABA
o744 T—=TV N1 5,
ssh-add .ssh/id_rsa ssh-agent |Zf8E L7z — VR ERE B ek 5,
ssh-add -d .ssh/id_rsa ssh-agent 7 HHEE L 7= 2 — R E A HIRT 5,
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7 I C U730 FTOEXIITAHRE

7779 R —E R ETH—NEHETIHAIT @A ¥ —3y MNalfZ@B L TSSHY—ERIZT 7 &
AFTAHAZEIRDETN, A L F—Fy NRENSDOT 78R EH AT 50 TIEARL  MATHHETSIPT
RUVADSAN DT 7B AZERTHETEX 2V T 4 2mODL I ENTEET,

T, V77U R —EREHELT, BETIPT RUAZHIRT L HEEHFEILET,

ouh

B, 77U R —ERAOEGAEIEV AT AREESCERY — VHIZ AP HESNTWED | VAT LG
EHZITI) Web A v F—7 = —ANRREINTHDIHEERHD ETOT. ZENEDA o F—T = —A|TDONT
X T RREICLTEBLMERH Y £, MWL, 2777 Fh—E20EF2 U7 4=V
ZHEMRLTLLEEW,

® Amazon Web Services

AWS Tldtx 2V 7 4 ZNV—T7%2FHLTRETIPT RLAZHIRTHZ LN TExE9, &EIL. AWS
XA haryy—piza AL, EC2 A—2.>NETWORK & SECURITY > Security Groups ~%&) L
TITWET, FEHIZOWTIFLLTDO ¥ 2 XA FESEZIZL T E &V, EC2-classis & VPC CTIERT 5t
X2 VT 4 I N—TRRpDRICEENPLETT, ZORBLUTO R Ay TSI TWET,

> AmazonEC2 ¥ =2 VUF 4 —7
http://docs.aws.amazon.com/ja_jp/AWSEC2/latest/UserGuide/using-network-security.html

BRBT TR RDRNT T 4T D)=V EBITESDIEVPC A VAKX ADHRTT,

AWS LIS D7 Z 0 R —ERICBWTHEBRICE S 2 ) T4 RENRTE ET,. U TN Do —Ee 2
(ZBUT DM L FEE R~V 7 2B L T,

® =<bHVPS

OS Lo iptables #FIH L THIEILIP 7 FLAZHIRLET, FEMICONWTIZLLTD R¥ 2 A F&2HE
IZLTL SN,

> iptables O E kL
http://support.sakura.ad.jp/manual/vps/security/iptables.html

® IDC Frontier /v 727 77 K
Web ED7 7 A7 U4 —NAEKETRETLIP 7 RLAZHIRL £,

> wAT7ITUR ZRATAR (Ry FT—IHR)
http://www.idcf.jp/cloud/self/manual/03.html

° GMO 7 7 v K
Web LOT7 7 AT I — R ETHRETLIPT FLAZHIRLET,

> GMO 777 K Public 777 Fary—i
http://support.gmocloud.com/public/guide/portal_manual/fw.html
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CSIRT

8 {18 D Windows IR T® ssh-agent

Windows B Ct, SSH =—Y = b (ssh-agent) ZFH T E7,

Nippon CSIRT Assoc

iation

Z ZTiX, TeraTerm (SSH ==~

> FAEY) [c]& Pagent (ssh-agent #HY) [d]& Z#AH T, SSHZ 747> k PC (sshxx) 6, a7 A

VIRA N (sshgw) A LT, ##dcA A~ (sshsrv) |

BSSH =—VY = F DiEE)
pagent.exe & FAT L7214,
79 (M 3),
a— YRS Z PUTTY JE

—_—

New Session

View Keys
L Add Key

About

Exit

c) Tera Term
http://sourceforge.jp/projects/ttssh2/
d) PuTTY Download Page

Saved Sessions »

Pageant (PuTTY authentication agent)

Pageant Key List

n AT LRI LET,

B2 NbA LOT A a5 Add key %LEFR LT, =—WiEgELBML
SN OpenSSH ™ ssh-keygen T — g% {ERk L 7235
\ZEBT D20 R o 0 £9[e],

Zi%. pagent |[ZiBNF 5 REIIC

ssh—rza 2048  SbcT:f1 f9abflofd: 7.6 cd:8 4 cdifealad
ssh-rza 2042 e2d4B:f1 4bbBflccbbdf1:24:91 bbil 2:77:42

LB 2—-YEER (id_rsa_gw)
TE: 21— #ER (id_rsa_srv)

Add Key |

Remowe Key |

imported-openssh—key
imparted-openssh—keay

Close

it (g (O Tl

3 : pagent.exe ~0 = — P FAEHED BN

http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html

e) PuTTYgen % fi > T, OpenSSH R0 —VRE#Es PuTTY 2=

B TEET,
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WR{E
ttermpro.exe #3447 L, B/ A A AL (sshgw) ZIEEL7c#%., [=—Y = MEk$ %5, [Pagent %
) OF = IRy 7 A%tz L T, =—%4 (hanakogw) T7 Z7tEALET (X 4),

I
A5 00 sshaw
SRELNRETS

22—t |hanakogwl
IS =R |
[T A —FHEAE) ISR T DM

v T—¥z o HERETA00)

‘ O A TFERPFEND ‘

‘  RSA/DSAREE(ES e || ‘

= thosts(SEH & (ES E =1L =t ) |
e |

‘ C Fe L LAL AR AR EN A — R — FA L RS0 TN ‘

% Pageant?{#ES ‘

ok | RO |
4 : ttermpro.exe Z fHWcw 7 A UARA RA~DT 7 A

07 A VKRR N~ T A UNKET Ltk B —N (sshsrv) Zf5E L T, =—H4 (hanakosrv)
<7 7 A LE7 ([hanakogw@sshgw ~]1$ ssh hanakosrv@sshsrv), [m=— =  MEXEERAZZITANTE
TP EWVWIXAT I NERSINETOT, NIV Z@RTIUIERNAE T LET (X 5),

iy
FrTIME) #RE(E BRFE(S) b0 rasehraind CEFI-RE) ALZHH)
Lazt logint Thu 3ep 25 00:42:50 2014 from sshwx B

[hanakogwieshew 1% sch hanakosrvilechery
Lazt login: Thu Sep_2b 00:48:13 2014 from sshew
[hanakosrvilashery

%

-

'@] I-VrsMREERERTANETN T

) I B

[
=
5 : ttermpro.exe & 2 v 7' A VAR A MR TORFILAA h~DT 7 & 2

BSSHZ—V = FOKRT
HAT NoA EOT A arhb Exit#fEEL T, SSH=—Y = FEKETLET,
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HEBIOHIE &
AR
< FH L
AT
JF PR =
H B PR
SRS Y
e —
R PEAT
HARIT
A
ZoU YLy

DeNA CERT
HIRT
IBM-CSIRT
JPCERT/CC
Fuji Xerox-CERT
YIRD

KEK CSIRT
JSOC
NTTDATA-CERT
Met-CIRT
CDI-CIRT

HAIYE2—2EX2) 744 vV F Y b F— 2068 2=

CSIRT Nippon CSIRT Association
hrd sy

AT 4 — =X - =
R tE B SRR

ART A « B — « = AR
—EFEEVEN JPCERT a—F 43— a k¥ —
B e v s 2SSt

Y7 —kkR

7R T L — I AR Je R A
HAEHT v 7

BRASAENTT 57— %

A N T A T AR A
RSt A N—F ¢ 7 = o AT
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