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NTT EAST-CIRT

F— LDER LT NTT EAST Cyber Incident Response

Team
F—LDBEFR NTT EAST-CIRT
B Y 282 RAXBEEESHAARHT
RIFRAA 2013-07
F—L®D Email 7KL R cyber_info@ml.east.ntt.co.|p
F—LHAb
FrE#AmH b http://www.ntt-east.co.jp/
mEFR 2013 % 07 B
1. #HE

NTT EAST-CIRT 3R AAEBEBFEMRA 4 (NTT REA) OFMBA CSIRT TYNTT I —T&itDEF2)71F
ERBEEEL NTTRAARSLIUNTT REAT L —TE/OY AN =X T EOHEICIYBATHNET,

2. BUORB-ER
NTT BREATIE,NTT EAST-CIRT FZIZUBIDS, HAN—HE R HTEE EHTWELD . KEBLIBELL - T5ELT
WBEREAEERL BAZHM (BERRE) AE—ROELEHNFYRDBLEBRIC, AN\ - EEHEBE LT
NTT EAST-CIRT A8 13 hZ L7,

3. RHRICBFRNBEIHFSLITEBAR
NTT BRAARICIE. EFEERBICEDE TERO YA N—REBHFEBNS HY LI NTT EAST-CIRT (&, BHEDEZE
[EHRY AT LANDYAN—KE (TR LT, EICHEMARAEEBSEBE L CGEET 28 6IC RO YA /N -5
BB OEEAHSZET NTT RAXRLEDO YA N—REN S5 EICERYBATWET,

UTEED YAV ERTIETEEOB A BEMICA LIETVET,
CEHELTE XA TAHEAIRSAVDEE

-MESIMRE R URATLDEFIYTARE., VAT LEBEDHREIL

RS MAY cEROF v ICE D GEEANERDERE

Fa)TAER MEBREDORRRA

AVIT U HEEECEIEORR. BLURRR

SBREH BBRO—THEN. BLUOCHRMEBADFECH LIRE - EE
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NTT WEST-CIRT

FADERZH g;l’p\(l)vnEsSeTT(égkr)nersecurity Incident
F—LDBEFR NTT WEST-CIRT
B Y 282 BHABEEESGAST
RIFRAA 2013-12-01
F—L®D Email 7KL R nttwest-cirt@ml.hq.west.ntt.co.|p
F—LFAb
FrE#AmH b http://www.ntt-west.co.jp/
mEFR 2015 % 04 B
1. #HE

FAEAEBESEKERSHE (NTTEBEXR) (G NTT/ I —FTRBEAMEOHRBELILYYRREDBEY —E %R
I BEELHTI NTITWEST-CIRT IZ. NTTEEASLUC NTTEEARDT IL—TEHTRELLYA/\—F2)FT1
AV TYVMIRBLES,

2. RIUOEE-BER
NTTEARICETD, HAN—tF ) TANEADRHOE TV %Z1F, 2013 F 12 BICKMTEHEB~ CSIRT iz
M5 EF I5I22014 F 7 AASIRTIV—TRETHZ NTTRAASMI FAR\—tEFa)F1FRL—2av 2% (CS
OC) ZRREIEZHLL,

3. SHANICBIRMETIELTEIRNE

(BRBICHBIFBAEBEDIF)

CSOC & NTTEHASIL—F D CSIRT #£35& SOC £#4BoTHYNTTEERT IV —TTCRELILY AN\ —EF2
T4V T Ne—TICH IS L TWE T FABBIGUTRHEERE ((BEE. . VRATLEE BRAEE. RURYNT
—OEBERE) EEMALET NTTI I —TANADOEERMEREG L, FIL—THRE PoC THS NTT HFHIE NT
T-CERT DXEAZFE T, £/ NTTTIL—FE&4D CSIRT BLU SOC HBLHFERPIERAAELTVET,

(REINA)

NTTEBAI L —TDEFa1YTF1MV T UMIBETEZROE LT HAADNSBERITETRIFFITOET HRTRE
LIcAN—tFaYTAICBD MV TRV AR ZEBDIEMNI, BERDTTES. TR ER. tXa ) 7414
BEAEBETO TVWET,
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NTT Computer Security Incident

F—LDERET Response and Readiness Coordination
Team

F—LDBEFR NTT-CERT

= . HAEBEEFEKASH NTTEX2T7 TSV

IR £ S — IR

BRIFRH 2003-07-01

F—LD Email 7RL R cert@ntt-cert.org

F—LHAb

FREMERY 1 b http://www.ntt-cert.org/

IEFA 2007 £ 11 A

1. BE

NTT-CERT (&, BABEBE KRR NTT 2X27 FS5Y N 74— LM BRAAFLER>TEELTWANTT FIL—7 (
http://www.ntt.co.jp/) @ CSIRT TY,

2. RIDORE-ES
2003 FEZANTT HBEHRMB TSy M 74— LR (M8 TIE (1) I1V9—Fv M AV ISOEEMOEN. (2) 1V T
VDL, (3) X1 T A RFITR/IENED CSIRT EADOHEEBMLTVWELK,
ZDTENSTREBINSDEWFEICHIETEO. FNETIVITYIMYRYVTICEWTRS VY —ISEB L TWE
RDMBEHIESITT. 2004 F 1 B, [Eiftxa)F1E209—] BA—VYSAXINBEBELTRERINELL. N
H NTT-CERT DEIETY,
ZDH%.RAEDIBIC INTT-CERT] EZBIAHND.NTT FIL—TDHREK CSIRT ELTEEITHLIICA>TVET,

3. 2RISR ABESIBITEENE
NTT-CERT i&. BABEEEMARLICFIB T 2MERR (EFX27 T S5v N 74— LFRRAR) HRAELTWET,NTT &
W—TERE—ERZHREELTERELNTT FIL—TDE PoC %27 RNAHF—D I THRMNICKETSZ (0—F1
F—=>avtryd—] BD CSIRT T UTOLIITIBIEVEI AIT>TVWET,
ATV IS Z B MR IS B BRI ILEORF DL A T IF4 714558
-FBA-HREICEET ABERFEEEBE L [TOF VT 1T 705ES )
MN—=2 707 LDREPEF L TABERBHREEBLE T2F1) T REIRIAVNEE

F7/c NTT-CERT (3. IR ARHAE T MEBAS TIIDFBEEFOTVWEY, L RIE. FED CSIRT AV /NN—DRMHE/N\Y
KUY T ERLTOETHA KRITISCTLYFHELVEMR FFEE) E—EICA>TRIGELE T, ABFIC. CSIRT DEH
ZBLTESNAARBEMNRMNRIE. FHihtXa) T OMBARAREOODREBHERYET, COLIICH BRSO TIED
BaEIFGENLAAS, CSIRT FEEHIFLTVET,
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NTTDATA-CERT

F—LDEREH NTTDATA-CERT
F—LOBEFR NTTDATA-CERT
B 2HE BAKHNTTT—4
BRIUFRAA 2010-07-01
F—L®D Email 7RLR nttdata-cert@kits.nttdata.co.|p
F—LHAb
FrE#ET 1~ http://www.nttdata.com/jp/
MEER 2011 4 03 A
1. B=E

NTTDATA-CERT (&, NTT F—4%%)L—7® CSIRT TE . BEIZ XY T11V TV N FRD =D DIEHRINE - D4,
WEEEETOCVWET AN — NTT F—97 I —T T 2F a2 TAMV TV M BE LB BENISETVWEYT, B
BRBBIFAV VT VMNRRAEESHTL. TOREREBRBIEEILHETDEANCT— RNV IETVETS,

2. BUORB-ER
NTT F—9 TDEREF 1) TAA VTV M ISESNE NTTDATA-CERT A SR IIINBRINSH, £ LV EEERM
HWETITONTEFEL. INSOIIEAENL NTT F—9 7N —FELTEY LW TOER EF 1 T1I1V VTN
B, Wi, BREMIEICDWTOERBEETA5L5.2010 £ 7 B 1 BIC NTTDATA-CERT A& II3hFE L7,

3. RUAICBIRMETIELITEHARE

NTTDATA-CERT (& NTT F—4 7 IL—7FDEREF 1) T4 ETREAHIET2HETHS [RERFRIS FHEz+
ATFAHER | RICRBINTHY, BB EF 1) TAIV T VNDFHICETBEES LI AV TV MNEERDOT IS
T oTCVWET AV YT VMNEIRICE > THRONMBIE. BHREF 1) T EENTEERBELTWINTT T—97)L—
TOEREFI)TAIEAT RIS T — RN I ETIEEEI. BRI IERPAV T Y MIAIO B E LD /- DEUHZR
FZIFEALTWET AV TV MR RUACE, A O B EBBHICERY AN, FILLWEBRICHR TES LR EA 51T
W) SRR E LD BEERE LMRRARQESET o TVET,
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OBC-SIRT

F—LDEXLT F—Ev o R RaVH IV RSIRT
F—LOBEFR OBC-SIRT

B Y 2##& AR A—EvIEDRZaVH ISR
BRIUFRAA 2015-09-01

F—L®D Email 7RLR obc-sirt@obc.co.|p

F—LHAb

FriE#E# 1 b http://www.obc.co.jp/

MEER 2016 £ 01 A

1. BE
OBC-SIRT IHFREHA—EYIESRRAOAVH ISV IPERL TV S EFAYTFIM VI T UM ARV ZAF—ATT,
2. BRIDORE-ES
LUHIE RELYEREF L) TV T MR TR PRISERELTEZLAD FEREFL)T1OBRIL. Fo
BHEDS OTHIMELTETVET, ZOLIBRRROELE BBV —ERTSYNTA—LELTDISTROEREZIFT,

XTIV TV MIFE LBRISEPMNRRZIBIE, DL RBEOS/IME - BIMEERIRTHIENTEDEDIIC
AHl%%mL. 2015 F 10 BIC TOBC-SIRTI A#&&IILE LT,

3. SHRICBIBMABIFEITERNR
OBC DY —EZRB LUV INIT ZLTHRTHRETIER X1 T4V 2TV MIHFLT,
AN hDERR
-HESS M TEIR D UNEE - B - T i
AVITUNEERORRAN, BB G- E, BRI
EREFIYTICETIHE -BER . BRHL
REDFEEETVET,
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OCE-CSIRT

F—LDEREH REAVE1—9TYF =74 CSIRT
F—LOBEFR OCE-CSIRT

B Y 285 BARKHREIVE1—I TV F=TIT
BRIUFAH 2015-07-01

F—L®D Email 7RLR oce-csirt@oce.co.|p

F—LHAb

FriE#E# 1 b http://www.oce.co.jp/

mEEFR 2016 £ 01 A

1. B=E

OCE-CSIRT @HERABH KRB IAVEL—F TV F 7V I MNEELTWSEX1) F(I VY F YN ARV AF—LTY,
KIFAVE1—F TV FZTYVITEICT DY —ER(VFTL—9E LT, BiakRk CEFRIITOESRIFR AT LPR
YRD— O DEESEAHNS, BT -9V 9—%&FR L BEHEDBRY AT LADEEMER - B8, RV —E 2%
BETEZTIN =2V TRy NI—0—EREZERLTWET,

2. RIORE-ES

LW EER Y AT LR, Ry MO —ORBEIFIN RO E Y, BREF 1) TR REED TEELIA EEDSEL.,

BHELI AN - BASIBRFRERRICECBICIE BRI TORENISRA L HY, A AR BRR IR E

DEHEEEY, AV E1—5 X2 T1OBBEEM T BEEN %8 I1E T 570, OCE-CSIRT 2315 EiF. BAY—4—Mj
BRICNBLNLELE,

3. SHAICBIRMETIELTERRNE

OCE-CSIRT @R ARHRKBFIAVEL—F TV F 7T DIERY AT LEBFY, v NT— 0 BEBEERM. F—v V4
—EE -ERBMAOEENSABRENLTF—ATY,

EHRBIELLTORBYTY,

-AEREE S EEAENY, AV -y X1 T OB R AR R I AERTBDOBICENT S,
FRERBICDOWTOFERINE (IPASE) 75,

-REHOSHEBADBELERLC ERRRI VTV NOBAREHIMNT S,
-FERAVITUMRELIGA . BERESEE AN Y BTSN T S,

“ARIvav T/ ONVEFENLTCELUAY YTV MO LR ERETT 5,
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OKI-CSIRT

_ . OKI Computer Security Incident
FoLOEREH Response Team
F—LDBEFR OKI-CSIRT
5 . EITE AR AAL OKI Ry kY
RY S Ja—savX AR
BIFEAH 2008-05
F—LD Email 7KL R oki-csirt@oki.com
F—LtAh
FREHEBY 1~ http://www.oki.com
mEAER 2008 £ 08 H
1. BE

OKI-CSIRT (3 HEK[ TEMRA R4 (http://www.oki.com/jp/. LA OKI) ERAL OKI Ry kY a—2ary IR it
(http://www.om-nix.com/, Bl & om-nix) IC& > TEEINTWS OKI 7 )L—7®D CSIRT TF,

OKI X BEHERPIRE B ETRIFALE (ATM) A DIERERA—D—E LTHSNTWEIT N MICES R T LAV T
L—2avaEdLHE T ERBEREDEELITHR>TVET, —H. om-nix & 2005 £ XIZ OKI DRYRT—I14VF
JL—2ay - H—EREEA TR TWEEMEMII I TRHRIILEAH T,

X 2005 FFEFRIEFBRRYNT—I10 T T L—2av kA ELTRIIL, 2D1& 2011 FICHAL OKI Ry kvl
—2av ARARHICTESER,

2. BIOEB-ER
OKI-CSIRT (£, 2007 FICREELT USB AEVAENLTEED VMV ANDREGRAEZ>HMFIZ, OKI DIFRAEERE om-
nix D [EZF21YF1E228 ] MADAVN—HSEBRINDREHLF—LELT 2008 FIREINF L,

3. SHNICEIIRHETIELTERRNE

OKI-CSIRT I OKI ZIb—FHRTHRE LAV YTV MR L TEZEN ISETRIMEBA CSIRT ELTDHREIEE->TWS
I TRLOKI T —TAFOD i I9—E LTOMEBESE L. JIL—THAPBEETCRELILAV TV NORES P
DAV ADBMERIF R EETROIZEEHYET,

EBEDA VTV MIIRICEWTIE, OKI-CSIRT (SR MTHARE D DALY L FKELAV DTV MIHLTREBMRED
BRRESDLOICHBREREINE, 9. BELI T, — 7. (FIREEEIE OKI-CSIRT MSiF7/=RKiliiERETIcH S
?‘lj‘&);;%_&)BTLT:EZELC%D’C%FE&E&??@?7‘:")\ REBORTENVWE LTI —TRORYBEICHBEIERL
ZYLFET,

728, OKI-CSIRT &, OKI Z)V—7" D T REREE| O—BRELT [EBHRDOBFRICVMNIINAERFERAFERN] ZEEHE—
ISEBILTVWBIED S, ZDEENL, [FREEEZ I TR REBRIESMHIOEXIBERIITVET,
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Hok v -4 —F il s
e a
_ . OLYMPUS Cyber Incident Response
F—LDERZFR Team
F—LDBEFR OLYMPUS-CIRT
FIEER:L k2 PP ZAVY 3wy o
BIFRH 2015-06-01
F—LD Email 7RL R olympus-cirt@ot.olympus.co.|p
F—LAb
FrE#AmH b http://www.olympus.co.jp/
mBAEAR 2015409 A
1. BE
OLYMPUS-CIRT (& A YV RZABKR R ICL>TEEINTWEAY /2T I —T D##EAN CSIRT TY,
2. RIOR‘R-ER
B TIE LRI D SR A IRE R X 1) TR ARBL TEE LN BES O YA N—NEB OB EL - TRV, £V
YIRRTW—TRTOAVI TV MEREBE AV YTV MNEERORRD DB AN GEEBMELT 2015 F6 BICT
OLYMPUS-CIRT] %&%3zL&F L7z,
3. SHRICBIIBMB DTS LTEENE
KRERICBIFBAE DT
-IT ERFID OLYMPUS-CIRT EHRNHFLERY AV TV MEERICIEZORBITIGECTIT FRARISELN R A
N—DBETZREBRF—LTT,
EBHR
AVITUMERDOHE
AT UG
N J
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Panasonic CSIRT

F— ADERZTR Ez;z;(s;;r;(i:_%;k;sr Security Incident
F— LD Panasonic CSIRT
B Y 282 NPV =Rt
RIFRAA 2014-01-01
F—LD Email 7RL R Panasonic_CSIRT@gg.|p.panasonic.i
F—LHAb
FrE#AmH b http://www.panasonic.com/jp/home.html
mEFR 2014 % 09 B
1. #HE

Panasonic CSIRT (&, 3TV =y IR KR ICL>TEEINTWS/FY=v T IL—TFD CSIRT TY,

LHIE 1918 FORIZFELE BEELBELTHAPOEKRD [KHL] DRALEMSORBICEMT 2 EEERERIEL.,
HOWBFEEEITOTEWYFE L,

BIZTA] ZHRDICEE.ZD 6L #D2®H. LURVEDITL TV
— ZFNHASEELEDSARVWFYVIDERSRTT,
ZLTE AAED BT BERICESTD TWNKBL] 2H5BLEEICHLFTWIETT,

ROPADD, A7, [EEE. BENE, MZBHE. ISICETE T BERMNERN T 2RAREBICE VT N—RITTEREFT

B YIMNY—EREEOMN—IIL V) 1—2 a3V ERBL BBER—AVEYILESTOIYRWSL LY RVWHEHT ~
['A Better Life, A Better World] #BRKLTEWUET,

2. BRIOER-BE
HAADGSDEFL) T BBNELENL. S OEEILTBKROA, Panasonic CSIRT (&, 1R AT LEBFID A /N
—HOERINBEF—LELT 2014 FICKBINELE,

3. RHRICBFRMBEITSLTFERA
Panasonic CSIRT (&, #t N & E£15. BREEEEDERED T, /8 FY v I T IL—THTRETEIBRI AT LADAY
;;'_"-/ MO ZRABIEDODRAE - D) AVBEROEE. AOPITA VT Y MER T B AEEB A1TA>TVL
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PwC Japan CSIRT

F—ADERLH E\é/;)éizzn_rg;)mputer Security Incident
F— LDBRFR PwC Japan CSIRT
B Y 282 PWCHLZEZEIEAN PWCAVHILT1 VT ERRH
RIFRAA 2014-08-01
F—LD Email 7RL R pwWc.|p.csirt@|p.pwc.com
F—LFAb
FrE#AmH b http://www.pwc.com/jp/ja/advisory/index.jhtml
mEFR
1. #HE

PwC Japan CSIRT i&. BARICH1FZ PWC AV N—T7— LB LCZDOREEEAICH UIEREF 1 TAICETEIESE
BREBEPAVIT VNS ERRET 2EFF—LTY,

2. BRIORE-ES
PWC AV N—D7— LB LVZFDEEEANT. REEBELRSUICT RN - —ERER BT LD T 9547V M
EDOHBBRERIBEEV AL BYERA, TOTIvVaF - H—ER-T7—AELTRKOONZEVEK I B AMIEL
KEEDSDEFISAEEINAEETHYEITZLOIL TVRIEER - AV TSATVRAE] IKEREF1Y T DEM
F—LAERBL. BEBREF1 T DRRICEHTEELL.ZLT 2014 £ 8 B .ALRELR OLEEDBERAEEMD
728.”PwC Japan CSIRT” OF—LZIRI T HHRRFEERBLE L,

3. RHAIKBIRMNEITIEITEBRE

PWC B O—/NVICRRTS YA\ —tFaUT1H—ER] 2R ETE2TF—LEERELRFTORRANS ST R %E
BT3IETBREFIVTAVITUMMORIG, EF 1Y TAREDEADPT —YEETIE, BLUEERREIRIC
DUWTERELTWEY, £/, PWC ORIy INEREF 1) T4BEBIOVWTEVEFB LIS EARANRITEMRAEB 2D
BILBVWTHRIRTERLD. BB X1 T/ICET 2 ERECRFBERORERALEToTVET,
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Rakuten-CERT

FADERZH _IFSZI;umten Computer Emergency Response
F—LDBEFF Rakuten-CERT
B Y 282 ERHA 4
RIFRAA 2007-11-15
F—L®D Email 7RLR rakuten-cert@mall.rakuten.com
F—LFAb
FrE#AmH b http://www.rakuten.co.jp/
mEFR 2007%F12R
1. #HE

Rakuten-CERT (&, Xy b>avEV I %&ELDHETRMVI—2y MEE T —ERERFEL TV B ERM A &4 (http://ww
w.rakuten.co.jp/) ® CSIRT TF,

2. BUORB-ER
Rakuten-CERT A ERITEEN ZFIAL /DI 2007 FERTT A THLRIHNS CSIRT DL dAtEFa) T4 A%
BEINTVWELL ZTO—A T ERO X1 F4RISEFEIORLICHZ BRI AT LotFaYT17 I —T (F]:Sy
stem Security Office) | TlE, ABERTIERETRO>TWETVEZATTD ISP IR GEMKFAL AT NIE RS AVWERRE
BHBEETOREHIELNA VT U SERBIML T THEIEDFREDO T ZDLIBRAV T UM BT 570D
DAEERFFLTWE L,

3. SHANICBIRMETIELTEIRNE

Rakuten-CERT D4F#id. TDHIDERBERE D [System Security Office] THRIIEDNTT LI BRI IL—THIR
HLTVWBEHARED Web H—EZREEAMRICLTWE AT,

BHEMICIE. BRIV —THTHRELE Web H—ERXV R T ADKERMASIER TS/ T VMR LT REDEK

SRBALE EVERDHILE, BRFLEAREEZBHEL. BRIV —THOBERERMHE X1 TAOETHRIELTVWET . 2D
&£51Z Rakuten-CERT (IR RTI—TAH®D [QA—F1x—avtry—] ELTOREIER T —H. BB D Web
TTVT—2av OlBEICHIET VIR TIE A—D—ICBWTEH R RADKESEM R AT/ CSIRT TH5 TRy
YF—IL] OEIRBEEELTVET,

Rakuten-CERT I& TSystem Security Office] DEEIA Y /N—%FINI, BRI —TDleLY —EROREFEAB YT
% Development Unit DAV /N—ICE>THERINTWET, £7o, BRABFICIE Development Unit OERRF& &EHEL, )
2VEBHIAAL—2avIN BRREINDIBITA>TUWETH. HOHLDHROS N EAITHE L, Rakuten-CERT
BEORERBREILISTEEERIMTRDNZIEEHYET,

—7. Rakuten-CERT IZH R BE ICHICHEANTE Y, EDIKYDEEICIIETEEEYIEERVLDDELVEE
TR TVET,
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Recruit-CSIRT

FADERZH E:;:Fr)tj)i:]scey_lkzggriecurity Incident
F—LDBEFR Recruit-CSIRT
B Y 282 HRAREV VIV —NE—ILTAV TR
RIFRAA 2013-08-01
F—L®D Email 7RL R csirt@r.recrult.co.|p
F—LHAb
FrE#AmH b http://www.recruit.jp/
mEFR 2014 % 05 B

1. #HE

Recruit-CSIRT (&, BRIBAT AT EH. AMATATEHE AMRESEACREAVEERE TH—ERERHETZ) )L
—KIL—7®D CSIRT TY,

2. RUORE-ER

YOW—RTIV—TDHEBAVTSDEEEREEIVIIL—NT0/00 =X, FAN—HEBADORISEEAE L5 BB
Ttﬁlfc\ B4t CSIRT T#5 R-tech Cyber Incident Team % 2013 & 8 BIZE&IIL. 2014 &£ 6 BICHEXRY—H—b
HeEsICIEELE L,

ZDBRNIIN—PR—=ITFT AV T ADBRDER I N —T 2RO AN—HER BB LCI VTV bt a S 51k
ﬁﬁﬂﬁ%akt&)\ 2015 F 4 BITUSI—NTIL—T2{E®D CSIRT T#H5 Recruit-CSIRT ELTBHETHIEICAYFEL

3. SHAKBIPNESHELITEFINE

Recruit-CSIRT (& UV — R R—ILT 1V AEBA X1 THEZES L) I — b 7o/00 =X (/N —tFa
VFATV S =) T BERiRETSD ) II— NI —FEH/ADEF 1) FATIED O DRIEHEBTT,

Recruit-CSIRT DEQEENILLTDEY T,
MEF2IF11VI TV ISR
ATV MNRERORM IR
-4 A B AR A D EHE
-REER

RE

QT IN—THBAVIS5DEF)T(ER
-ARET I EADRE. HET
ARV NDEBIIT
-JALTYY
e

R)FrRFDOEF21)F1RERL
-%EE‘E‘I%%E@W%BJ:U%E%

-FEREHE
AN

BRRATHER/ NV —7EHITEORNRTY O EREHABOVREB BAT N —T2HOZEETRETEFET

o
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