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What is Telecom-ISAC Japan? g

9
; TElECOI'n - ( SAC Ja pa n https://lwww.telecom-isac.jp/

Telecom Information Sharing and Analysis Center Japan

@Japan’s first ISAC established in July 2002.
@®Members including telecommunications carriers collect, analyze and share information and take

timely measures to ensure trouble free and stable operations of services.

Members \F;rpe,: zggl(liﬂzunications Corp., NIETY Corp. The companies in green are ISPs and carriers.
Members : NEC Corp., SOFTBANK TELECOM Corp., Internet Initiative Japan Inc., Hitachi, Ltd.,

® Cooperative Matsushita Electric Industrial Co., Ltd., Oki Electric Industry Co., Ltd.,

activities and SOFTBANK BB Corp., Yokogawa Electric Corp., Matsushita Electric Works, Ltd.,

information NIPPON TELEGRAPH AND TELEPHONE EAST Corp.,

sharing are NIPPON TELEGRAPH AND TELEPHONE WEST Corp., NTT VISUAL

ce“t":red on COMMUNICATIONS Corp., KDDI R&D Laboratories, NEC BIGLOBE, Ltd.

‘é"r‘;’:;‘sg NIPPON TELEGRAPH AND TELEPHONE Corp., FUJITSU LIMITED
® The color of T- Alliance members: Little eArth Corporation Co., Ltd., Intec NetCore Inc., Trend Micro Inc.,

ISAC-J IBM Japan Co., Ltd./ISS

activities are Observers : Ministry of Internal Affairs and Communications,

reflected in the National Institute of Information and Communications Technology, etc.

WGs.
® Responses to DDoS attacks

® \Wide area monitoring
Main ® Monitoring of BGP routing information

activities of W-} .
WGs esearch and Investigation of infection by botnets i% ]

<%ﬂe3 to counter bot programs / Operation of the websi etc.
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Japan

7

The Anti-bot Measures Project v‘v‘as

launched in December 2006.

-Our portal site: Cyber Clean Center ‘
https://www.ccc.qo0.jp/

\.

CUber
Clean
Center

N

v

e Promotion and collaboration among 2 ministries (MIC and METI).
e Organized by Telecom-ISAC Japan, JPCERT/CC and IPA.

e Co-operation with 65 ISPs who are ISAC members (currently) and
antivirus vendors in the anti-bot measures workflow.

e From FY 2006 to 2010
* Main objectives:
To reduce the number of bot-infected users

To make removal tools that specialize in bots that are
widespread in Japan

To provide specimens to security vendors participating in the
project.
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Bots in Japan: Survey Results  Zg:-

About 80% of malware programs The estimated infection rate is
observed on Japanese telecom 2%-2.5%
networks are classified as bot Equivalent to 400k - 500k

programs

[Estimate from the results of studies by T-ISAC-J an
JPCERT/CC in 2005]

people (computers)

[Estimate from the results of studies by T-ISAC-J
and JPCERT/CC in 2005]

It takes about 4 minutes on About 100 types of bots are
average for an unprotected

PC to be infected when captured in our honey-pot as
connected to the Internet. unknown types per day.

[Number of bot programs with unique hash
[From experiments conducted by T-ISAC-J and capturing by CCC]

. JPCERTICC in 2005)

And

® |t was revealed that traffic caused by botnets or viruses tops 300Mbps
per IP.

® A total of around 10Gbps of traffic from Japanese IP addresses are 3
wasted by botnets. (SPAM mail traffic via botnets are not included.)
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Why Countermeasures against Bot-infected Users'.h sTelecom

Herder (originator) C&C server (IRC server) Bot (Bot-infected PC)

~

{ What should countermeasures target? W

o x L x J___ O |

./Herders are difficult to \ ;m:al:cated mainly ® Detect hot-infected PCs in

Yes, It is The reason 4 Yes, WE A
LEA’ s | we are | can take

. dJobl _ herel o care of
are eliminated. ' \ t h | S! Jr

@® Nevertheless, we want to () se 4
eliminate C&C servers in HoneyPots to collect bots and

Japan. locate infected PCs!




Workflow for Countermeasures against etecom
M

[Reference 2] ISP

@Requesting
identification of
infected PCs

®Sending e-mail for alerting
about infection and
urging removal of bots

Bot-infected PCs | — — — — —
(Users of
participating ISPSJ-%

\\Y

.

lﬁ‘lﬁl Analysis

[\

MDinfection activitie

@Detection of infection
— activities Capture of bot
analytes

@Accessing the
countermeasures
website

Analytes and
related information

®Downloading the bot- /)X I
removal tools /\0 :
Bot-infected PCs 4 I

(General.users)

Accessing the disclosure website

llllllllllllllllllllllllllllllllll"

Q®Preparation of bot
removal tools 1

Downloading the bot-removal tools
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Roles of Three Organizations

oTelecom
(SAC
Japan

Cyber Clean Center Steering Committee (CCC-SC)

y BN

A sy ol ECOmony.
MAETI Trade and badostny

Bot countermeasure system
operation group Organized by

ge | E‘EEE:E&E.—.!PPHH

Bot countermeasure program
analysis group Organized by

JPCERT[#®®

Bot infection prevention
promotion group Organized by

IPA

Super
honeypots

Removal tool
.. provided Bot-removal
] tool distribution
site

Notification of bot infection

Bot specimens captured

Removal tool
nalysis of bot
specimens

creation
’CCC Cleaner)
@ 17,
¢
,0 @E

Operation test of removal tool

Bot specimens shared

Security Vendors 1

Anti-virus products updated to provide
protection

Pattern files

provided to anti-
virus customers

General users

AN

f = 4
Copyright©2004-2008 Telecom-ISAC Japan. All Rights Reserved.



Japan

CCC PUinC Site (Image) [Reference 1] gfgﬂgc"m
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1 Japanese Version

Cyber Clean Center ... ..o €} ciean

Center

O Rub&l
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http:/ /www.ccc.go.ip/
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Cyber Clean Center 8

© What is BOT?

B O 2 AOD nNspo oo omglsi(‘i:n Rousing d a program that a third party
@701 pR— o o i
FIZICISP STRIRE 0L M ERLTL DR IR S S 2T ERR BOT cleaning as to protect your computer fro

HFITARTEE, oL E LI

Some hints to
o

prevent BOT infection

SPRE1 8EET VD) B T (007.06.25)
2006512 A LETR R LUME R ERLT R TR BHEMRE. orsa B Fisivit Report on Cyber Clean Center(2007.05.25)
e OlLinks This s the ¥ 2006 sotvity report on “anti-bot messtares project finty cordcted by the Ministry of nemal
HEIOV ST AR R RS E T,

Affairs and Gommunications(MIC) and the Ministry of Economy, Trads and Industry (METD since December 2006,

siming to eliminats bot infection/bot-infected PO in Jspan thogh callsborative efforts by related organieations.
> HOME (ENGLISH) and conpaniss.

Ymma £ ENARE

BALEDY | COVARCINT | FFAICU— MUH—

Whatiis
M ; .
Copyrights{C} 2007 Cyber Clean Center Al Rights Reserved. MIC Migmets *t METI Trade and Tndus\ry What is BOT? + Cyber Clean Center?
BOT Is @ malicious program The contor's actvites include
\! with intent of using personal toanalyze characteristics of
N BOTs and to promts Infection
k3 purposes. provention or BOT cleaning.
=) D)
Procedure of Some hints t
x BOT cleaning prevent BOT Snfection
* ho procodura of B
cleaning is mnusﬂ\v nxplamad [ ] mducn the risk m lnlac'l\nn
" Forcetaiie P ] T st ony
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Security Alert E-mail Text (Image) [reference 21 TY e

Subject: [EE)EM7045L (BOT) BERRDO&HEELY
HAUAKERER

EFEIZAnshin-NetzZFIALNZERICHUHESTENET,
t¥a1)711Y OO&HLET,

REBEE EREXEOERTODIINTHI Y1 1N=9)— 5
(BIF. CCC) 1&kW. KEYMBOT)¥ 1 BREASOBRFIMICHSBEEA R
SNz, BREICHUBOTORERZRAL TRLVD EDEBHEEICHFEShEL L,

TD7=8. BHICEWTCCCHSDIRHMEHEICRRFHZRHEL TV SOCNEIR
ERBLEESS, CRYIDER(BFEEEESTS ISP_.CUSTOMER.ID} 1)TH
BIENHBNELEL .

RIUMIBOEEERICERELITIETTRLELETFRD/ /2 ADCHEHEEH
BICHEEEIBNEHZIERICEREVIIIVATY,

Tracking ID

user

given to each

ORI BRI IIAT 7R, YIPADOFIRICHST
hﬁﬁﬁwiﬁﬁ\‘ﬁ IEOKIEEZHFEVAL EITET,
HRTULELES, Y XPAISRES NN RTE T R 2L TRIZE
R TLHEEROMRREKRHEBTEETOT, ZHABMOHAL LT

v o

W+YMBOT)M R

hitps:/ /taisaku.ccc.0bdp/7adckxkk3haki2mi7Zi CLICK |

| M RFEEDI VI LTRT EBEL TV LEEETIIEMONELET,
| HTTEBHALVVERRBBEIRAS BTN AELELIENIETVET,

~LT#EE~

To
Counter-
measures
site
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CCC Countermeasures Site [Reference 3] gfgﬂgc"’“

From the alert e-mail

The Tracking ID [Step3] Results of running cleaner are displayed\
and sent to CCC

= Fobii s BEeR— | AvbEll — Windows Internst Fr orer |ZHE|[X|

Fxor(oTID ANz

BRERAN— Gyber Clean Center

o e T |8 httpsftaisaku coo go jplusdy Tadokokkahak f2mfTTt9c9iz0 | v % || % ‘ ‘ R
(AL ~ - — T — - |
T [gg]v]_@ HTTP 404 skt8M ]@fﬁwwmsgm. x] } N RS- BT R DR

SETERE

ATl

FAP(BOT)OAN2
A N i ®EE ERERE BMTOVIIR
_ Cyber Clean Center
BRELLS Windows Update SLLAHEYIFOEL RTER
my b &R

RO B EALEE R T BT TR
RTEEFEDIASEOBE, THIAO YOS 20 SERED CERE Y ETOTLTEEL T
==,

A2 8=y NEHRIZHO/ S/ BESh TOER AL ?
A E— %o BBITRET 52 TO Y T AEF oo VT BB BYES .
22 20,60 Dok OSFEREIEII
VLU T BIFES B ET .

Brateld, TOVRHBI T EBALTOELID 2

O BALTUL

O AL TVl 7z

O BALTUAY, ERHFROGINTU

S Aok (BOT) D L REBFETD V2SR T H 7k 7
© ik (BODD A LR EREHUSIR TS

© ik (BODT A L RERHLIHSEIRI BT

© Mok (BODT (L RAD S N T2

ERF Y- NCBER £ RT wOET.

BSEEBRRR |

+ @®Survey

ZOH A FIE, ek L AOEERE BEIEL T, Y =0 = A0 ERL T ET .,
Bl cFrs BT LLichi- T, SEHFOOR ERT 2270 Y I THTF O w21 )L
AR RN DB T TR,

¥iRwHBOT)V A ILA1Z, BEHRETEHRINLL O, SOORRY —ILCREERS BRI
TLELWTTOTREICERL TS0,

Number of files " Number of files
searched REEROBE LA cleaned
HBRLEZT O 0

BB L7 IMDRET 0
; J!z@%fn@ﬁmmm o Number of files
A\ RyNBOT) &l | ::IL;;:?:; %f files not cleaned
A\ RyNBOT) DB EL &S [Step1 ] viruses g

A\ BRERBIEE LSS

[Step2]

2Bot-removal status

@ List of malware causing infection /
> ETEEA | 9

[Sending Results of Running CCC Cleaner]
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Results of CCC’s Activities

@ Total number of specimens
collected: 6,534,844
[Specimens, such as bot
programs (binary files) are
collected from among the
countless attacks on the "honey-
pot.“]

@Number of unique specimens:159,683
[Since a number of the specimens
collected are the same, those that are
identical in size and external
characteristics are removed to separate
unique specimens (binary files).]

® Security alerts:
197,035 times
[This is the number
of security alerts that

. PCs infected b
cooperating ISPs

' _ Bot Programs
provided to infected \ '
users.] AR

Number of recipients:
48,391

4 @

@ Ratio of security
alert recipients
who download
bot-removal tools:

Access

ownload removal tool =
., [CCC Cleaner]

Infected PC’s IP list

s

Making removal tool

Dec. 2006 - Jan. 2008
(except for some data)

Analys.ié .o.f. ."‘_
source attacking:

i

------------------------------------------------

[ Cyber Clean Center ]

oTelecom

g (SAC

Japan

@ Number of unknown
specimens:8,377
[Unique specimens are
examined using
commercial anti-virus
software, then those that
are undetectable are
separated.]

e

@Number of
specimens reflected
in removal tools:
6,915

[Unknown specimens are
analyzed to create bot-
removal tools for those
that are high-risk and
currently infecting many
PCs.]

: XJ B Bot-removal tools
Updated: 53 times

...... [Bot-removal tools are
updated every week.]

30%

Total Downloads of Removal Tools: 284 ,1 OO

10
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_Status of Responses by Users T~

® The user response rate from e-mail notification is
excellent

® The ratio of site visitors is gradually rising but
seems to have peeked

® The download rate fell in November due to a
change in procedures (Windows Update required
before downloading the tools)

35% ¥
=—@— Rate of visiting the web site
0
30% F/ \\// =~ Rate of downloading the tools

Rate of sending reports

0% L L L L L L L L L L L
2/1- 3/1- 4/1- 5/1- 6/1- 7/1- 8/1- 9/1- 10/1-  11/1- 12/1- 2008 ]
2/28 3/31 4/40 5/31 6/30 7/31 8/31 9/30 10/31  11/30 12/31 1/1-
1/31
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Effect of CCC Activities [1] Bo [

Changes in Number of New Infections by ISP

Linear approximation

=== ISP A====: ISPB— ISP C
120 —

(T
. AJ.V v Hini MV\\VA . AAM ol o
A

" N wiAMTY ‘
v {V \/\IHUA\'A k\

—

40 = 3 1
= -l - - - o]l N _‘_—M

20

o A

2007/02/09 2007/03/09 2007/04/09 2007/05/09 2007/06/09 2007/07/09 2007/08/09 2007/09/09 2007/10/09 2007/11/09

—ISPA —ISPB —ISPC

There is a trend of a decline in the number
of new users infected b¥ malware
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Effect of CCC Activities [2] #9) TREND

Malware samples collected by bot honeypots worldwide (2007)
(Courtesy Trend Micro Inc.)

—— France
—=— Germary
= =—Japan
Korea

——US

K A & \./ —*~ Malaysia

x/x\‘?_/*’}
| | ‘ ‘ | ——

Jun Jul Aug Sep Oct Nov Dec

In Japan, vulnerability attacks (worm type
infections)_ tend to be on the decline 13




Japan

Anticipated New Threats Related to Bots JJdie

( )

The mode of infection is shifting from vulnerability
attack type to other modes, and the threat of bots
themselves is increasing (estimate).

- W

2007

2005 /’(

All bot infections )

N\

Vulnerability attack type
(Worm type infection)

Web-based
infection

Combinged
Vulnerability

Attack type
(Worm type

infection) j

14
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State of Multiple Infections of Bot-infected PCs JJcic™"

Japan

0

S 2m i

(7))

(O]

o 1gof (N

()

C 1600

()

O 14|

y— ¢

O Ham

o : [ |

S Mo [ &

i I

~ gm| |*

(23 [

5 amf |

(o}

e m

X 40|

S i
-§ 200 I
< 0 Illllllllll .
0 9 5

Total Number of Attacks Detected in Honeypot (hash-based)
et ASRREERL /7 =RV 7R

There is one type of sample that a
PC attacks once the CCC honey-pot ,
but the PCs are infected by an
average of 200.4 malwares.

D Used as a topic in user education
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FromYV

ulnerability Attacks to Web-based

a oTelecom
(SAC
I nfectlgn Japan

45%
40% /’.\M%\
35%
i ey
30% \ =—®= Countermeasures Site, vulnerability attack malware
25% ./ 4: 23 == Public Site, vulnerability attack malware
20% 21% / —l oy Countermeasures Site, web-based malware
15% Ot ,1 " e =&— Public Site, web-based malware
10% 1% 11%
% 6%
0%
2007/11 2007/12 2008/01 2008/02
1. Data
“Bot infection list” sent using the reporting function after running CCC Cleaner
2. Data analysis
The content of the list has been classified into web-based infections and vulnerability
attacks. The number of types are tabulated on a monthly basis.
3. Trend estimation
The type of bots using web-based infections are on the increase. The types of bots
using vulnerabilities are on the decline.
The number of infections based on the monthly tabulation results shows a similar trend. 16

However, further analysis of monthly trends is required.

Copyright©2004-2008 Telecom-ISAC Japan. All Rights Reserved.



The Next Step in Enhancing the CCC Project T3 g

Japan

® Change the composition of honeypots

® Consider modes of infection other than
vulnerability attacks
> Field surveys of malware using web-based infection

» Consider and implement countermeasures against
malware using web-based infection

® Broaden the reach of ISPs (Increase number of
partners)

® Build a closer relationship with global partners

® Inform the public about anti-malware measures -

Copyright©2004-2008 Telecom-ISAC Japan. All Rights Reserved.
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