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Philosophy Do [P
e The Internet and other telecommunication networks form
the base of a social economic structure on a world scale.
Ensuring the information security becomes the urgent issue
in social economic life.

 "Telecom-ISAC Japan aims at the mutual cooperation
between wide variety of members, such as those who are in
the information and telecommunications industry of our
country, presses the information sharing to correspond to
these, and the improvement of the information security is
pressed by doing the activity to contribute to the start
information security measures. And, it acts aiming to
contribute to the formation of the advanced
telecommunication network society.

 Healthy COMPETITION from lofty COLLABORATION.
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Sthture (as of Mar 2008)
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Telecom Information Sharing and Analysis Center Japan

(Telecom-ISAC Division, Nippon Information Communication Association)

Steering Committee
Approve

Planning and Coordination

KDDI CORPORATION

NEC Corporation

NTT Communications Corporation
NIFTY corp.

SOFTBANK TELECOM Corp.
SOFTBANK BB Corp.

Internet Initiative Japan Inc.

Hitachi, Ltd.

Matsushita Electric Industrial Co., LTD.
OKki Electric Industry Co., Ltd.
Yokogawa Electric Corp.

Matsushita Electric Works, LTD.

NTT Navispace Corp.

NIPPON TELEGRAPH AND TELEPHONE EAST CORPORATION

19 members l

DIVEHT NIPPON TELEGRAPH AND TELEPHONE WEST CORPORATION
METOEE Nippon Telegraph and Telephone Corporation
NTT Visual Communication Corporation
Working groups KDDI R&D Laboratories
Execute NEC BIGLOBE, Ltd.

CCC-WG

BGP-WG

TB-WG

SoNAR-WG
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Activities (1) Cyber Clean Center work flow — Jgeger
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Activities (2) BGP monitoring Do [P

Japan
-BGP prefix hijacking is a real threat.
- ISPs need a solution based on today’s technology.

-@ Route Hijacking

Alert Mail
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Activities (3) Trace Back Project (R&D)
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Japan

Real attack path /" Outline of Trace Back system iy
(AS map) development

0. Store HASH data temporary

Each probe convert PKT to HASH
and store own cache automatically

1. Store suspicious information.
Whenever IDS notify suspicious attacks

TB manager calculate the attack PKT’
HASH, and automatically recursive

analyze it’s AS map with neighbor AS’s
TB manager, and store it to TB-DB

2. Detect the real attack path
After an incident be recognized,
TB-Operator analyze TB-DB by attack
ISP(b) - PKT’s HASH, and detect the real
Real attack Attack from Incident Qttack path /
spoofed IP addresses
Role of T-ISAC-J
A: Propose a legitimate operation model.
B: Propose an operational contract among ISP

C: Establish the Trace Back platform in the participating ISP. (FY2008~FY2009)
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Activities (4) SONAR-WG Do [P

Society of Network Abuse Response
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